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1. INTRODUCTION TO CYBERCRIME  

 

 

With development and dependence on technology and an increased use of cyberspace over 

the years, particularly during the period of the pandemic, trends in cybercrimes have seen a 

significant increase. Cybercrimes encompass a broad range of criminal activities that range 

from financial fraud, sexual abuse to trafficking. Speaking at a conference organised by the 

Kerala Police in 2021,1 the then Chief of Defence Staff, General Bipin Rawat, citing the 

developing trends of cybercrimes, said that the current Information Technology Act, 2000, is 

not equipped to consider new-age changes in the mode of functioning of businesses and 

modus operandi of crime in cyberspace.  

The National Crime Records Bureau (NCRB) Crime Report 2021 reports that a total of 52,974 

cases were registered under Cyber Crimes among States and Union Territories, showing an 

increase of 5.9% in registration over 2020 (50,035 cases). Crime rate under this category 

increased from 3.7 in 2020 to 3.9 in 2021. During 2021, 60.8% of cyber-crime cases registered 

were for the motive of fraud (32,230 out of 52,974 cases) followed by sexual exploitation with 

8.6% (4,555 cases) and extortion with 5.4% (2,883 cases). In Metropolitan cities a total of 

17,115 cases have been registered under Cyber Crimes, showing a decline of 8.3% over 2020 

(18,657 cases). Cybercrime rate has declined from 16.4% in 2020 to 15.0% in 2021. Crime head-

wise cases revealed that Computer Related Offences (section 66 of IT Act) (8,513 cases) 

formed the highest number of Cyber Crimes accounting for 49.7% during 2021. 

According to the Indian Computer Emergency Response Team (CERT-In, the nodal agency in 

India to deal with cyber security threats) the first two months of 2022 reported 2,12,485 

incidents of cybercrimes as opposed to 2,08,456 incidents of cybercrime in all of 2018. 

 
1https://www.thehindu.com/news/national/cybercrime-went-up-by-500-per-cent-during-
pandemic-chief-of-defence-staff/article37457504.ece  
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The following Standard Operating Procedures addresses Online Grooming as a cybercrime, its 

definition, real-life examples, the process of redressal, relevant sections of law, best 

practices and case scenarios to facilitate filing and handling of cyber complaints. It also 

touches on basic procedures to be followed by law enforcement officers, from the filing of the 

First Information Report (FIR) to the stage of investigation. 
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3. ONLINE GROOMING 

 

Online Grooming refers to the technology–facilitated process of befriending a young and 

vulnerable person by an adult perpetrator for the express purpose of sexual abuse and 

exploitation3. 

The NCRB 2021 reported a total of 1376 cases of Cybercrimes against Children, while CSAM 

alone accounted for a total of 969 cases.  

The crime of ‘grooming’ a minor always existed in an offline setting, however, with the advent 

and progress of the internet, this crime has moved on to an online platform, serving to be more 

convenient for sexual predators.  Groomers rely on exploiting insecurities and trust in 

children. As kids venture in social media platforms, virtual chat rooms, and gaming platforms, 

groomers find ways to build trust with the children and eventually ask for more personal 

details like – pictures, family details, hobbies, etc., which are later used to exploit their 

innocence.  

Some of the recognised modes used by sexual perpetrators to groom children, according to 

Aarambh India, include:4  

● Bribing the child – money, gifts in game rewards (within online gaming platforms), etc.  

● Flattering the child to win their affection 

● Sexualised games and intimacy building – perpetrators test the child’s vulnerability by 

introducing sexual allusions in conversation or during play. If a child responds to this 

positively, they attempt to build further intimacy with the child.  

 
3 https://www.sciencedirect.com/science/article/abs/pii/S014521342200120X  
4 https://aarambhindia.org/grooming/  
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● Desensitisation- groomers attempt to desensitise children to sexual acts by showing 

them pornography and child sexual abuse imagery. This constant exposure normalises 

sexual behaviour for the child.  

● Threats and blackmails – coercive methods to gain access to the child 

● Scattergun approach – when the groomer does not know what the child will respond 

to so he will try all of the above efforts to win the child’s attention 

The period of the pandemic caused children's interaction, including education, to move to an 

online platform. This undoubtedly contributed to a significant rise in child exploitation and 

abuse on an online platform5. Children of any gender are at a risk of being groomed. The 

consequences of grooming impact all aspects of a child’s life including their relationships at 

home, school, etc. and could have both short-term and long-term effects on the child such as 

anxiety, depression, post-traumatic stress, self-harm, suicidal tendencies, etc.6 

Examples:  

1. In December 2016, Kolkata police arrested two 19-year-olds for kidnapping and raping 

a 15-year-old girl who they befriended on Facebook7. The girl accepted a friend request 

from a boy on Facebook with whom she spoke for several days on the platform. The boy 

was very insistent on meeting with her in person, but the girl avoided it consistently. 

She finally agreed to meet with him. The boy said he wanted to avoid public glare so 

they could spend time in private. Although reluctant, she was threatened to go with 

him. The boy was offered keys by the second accused to his home where they could 

spend time alone. She was physically abused and tormented by the two. She was then 

dropped off nearby where she managed to borrow a cellphone and call her parents. 

The girl and her parents filed an FIR with the police under Sections 363, 366, 376D of 

 
5https://www.thehindu.com/news/national/covid-19-pandemic-fuelled-rise-in-child-sexual-abuse-

online-report/article37098788.ece 
6https://jilsblognujs.wordpress.com/2022/06/21/addressing-the-gaps-in-indias-child-protection-
laws-safeguarding-children-from-online-grooming/#_ftn1 
7https://timesofindia.indiatimes.com/city/kolkata/teen-duo-held-for-kidnapping-and-raping-
facebook-friend/articleshow/56062496.cms  
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IPC and under provisions of POCSO. (Provisions under ITA are not reported to have 

been added.) 

2. In July 2020, a 13-year-old girl went missing from her home in Mumbai8. The police 

arrested the abuser and four of her aides in separate raids in Rajasthan and Madhya 

Pradesh and rescued her. When the girl went missing, her mother filed a complaint with 

the local police. Investigation revealed that the minor girl was in touch with the main 

accused on Facebook. Teams were sent to Rajasthan and Madhya Pradesh to track 

them down. The police conducted a raid in both places and rescued the victim. The 

victim was taken to Rajasthan amidst the lockdown, but was not intercepted despite 

the restrictions. The main accused allegedly also raped the victim. The accused were 

charged under IPC and POCSO (Provisions under ITA are not reported to have been 

added). 

 

 

 

  

 
8https://www.tribuneindia.com/news/nation/mumbai-teen-kidnapped-raped-by-facebook-friend-
five-held-109808 
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4. LEGAL PROVISIONS APPLICABLE TO 
ONLINE GROOMING 

 

The following tables list the provisions of law that may be applicable to tackle online grooming 

as a cybercrime. They are not intended to be exhaustive and must only be treated as a 

guideline to prosecute cases of online grooming. Provisions under Indian laws do not use the 

term “grooming” explicitly, but penalises elements of the crime under the Information 

Technology Act, 2000, the Indian Penal Code, 1860, and the Protection of Children from 

Sexual Offences Act (POCSO), 2012.  

 

It is important to note that the Information Technology Act, 2000 (ITA), being a special Act, 

overrides the provisions of the IPC, when it comes to similar ingredients under both 

legislations9. 

 

4.1  PROVISIONS UNDER IT ACT 2000 

67B Publishing or transmitting of material depicting children in sexually explicit 

act  in electronic form 

67B (c ) Cultivates/entices/induces children into an online relationship  

66D Cheating by personation 

4.2 PROVISIONS UNDER POCSO 

 
9 Sharat Babu Digumati vs. Govt. of NCT of Delhi [AIR 2017 SC 150]; Gagan Harish Sharma vs. The State 
of Maharashtra [2019(3) Crimes 618(Bom.)]. 
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3-4 Penetrative sexual assault 

5-6 Aggravated penetrative sexual assault  

7-8 Sexual Assault 

11 & 12 Sexual Harassment 

11(iv) Stalking child online 

11(vi) Entices a child for pornographic purposes  

13 & 14 Using a child for pornographic purposes 

15 Storage of pornographic material 

4.3 PROVISIONS UNDER IPC 

419 Cheating by personation 

361 Kidnapping from lawful guardianship  

367 Kidnapping or abducting in order to subject person to grievous hurt, slavery, 

etc.  

366A Procuration of minor girl 

370 Trafficking of person  

370A  Exploitation of trafficked person 
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372 & 373 Buying/selling minor for purposes of prostitution  

376-376 Rape 

376DA-376DB Gang rape on minor 

376E Repeat Offender 

500 Defamation 

506 Criminal Intimidation  

292 Sale of obscene material 
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5. PROCESS OF REDRESSAL: REPORTING 
ONLINE GROOMING 
 
 

 

5.1 Reporting on the Helpline 

- A complainant can report cybercrimes on the designated helpline number 1930. 

- Following this, the complainant will receive a system generated login 

ID/acknowledgement number through SMS/email, using which the complainant must 

mandatorily complete registration of complaint on the reporting portal 

http://www.cybercrime.gov.in within 24 hours.  

 

5.2 Reporting Online 

The https://cybercrime.gov.in/ portal facilitates a person/victim to report cases of Child 

Sexual Abuse Material (CSAM), sexually abusive content and sexually explicit content, or 

Cyber Bullying/ Stalking/ Sexting. 

 

i. If choosing the “Child Pornography (CP)10 – Child Sexual Abuse Material (CSAM), Rape 

Gang Rape (RGR) – Sexually Abusive Content and Sexually Explicit Content” option the 

portal provides two options of reporting CP/RGR11 content to the complaint: 

 

 

 
10 The term “Pornography” implies the consent of parties recorded. However, “Child Sexual Abuse 

Material” essentially serves as proof of sexual abuse against a child, since a Child cannot give consent 

to a sexual act.  Although the official portal uses the term “Child Pornography” in addition to “Child 

Sexual Abuse Material”, the sole usage of the term “Child Sexual Abuse Material” is recommended to 

describe such content. 
11 https://cybercrime.gov.in/UploadMedia/MHA-CitizenManualReportCPRGRcomplaints-v10.pdf  
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a.  Anonymous complaints – 

● The complainant does not have to reveal his or her identity while reporting under 

this option.  

● The complainant has to mandatorily select the Category of crime and the state 

where he/she is residing or crime has taken place to register their complaint.  

● The complainant can share a link to the CSAM content or upload evidence as 

attachments – images, video, audio, documents, PDF, etc.  

● A description column is also available for the complainant to add necessary details 

related to their complaint.  

● Details of the suspect to be provided, if available including name, IDs, address, any 

other details that would support investigation.  

 

b. Report and Track complaints –  

● If using this option of reporting CSAM, the complainant allows for law enforcement 

officials to contact the complainant for further details. By identifying 

himself/herself, the complainant will receive an OTP to authenticate and login to 

the complaint registration page.  

● With this option of complaints, the complainant may either choose location if 

he/she is a victim or the victim’s location/state where the incident has happened.  

● To track the complaint, the complainant receives a complaint ID on the registered 

mobile number and email address. This ID is not an FIR number, but is only a 

confirmation of the registration of the complaint.  

● The complainant can access case history and check for updates/action related to 

the complaint by logging back using the same login details.  

● The option to identify the platform where the content was shared or noticed like 

Facebook, YouTube, Instagram, etc., will be given to the complainant. URL /ID of 

account where the content was noticed or the phone number from where the 

message was circulated will have to be provided. 



 

 

SOP on Handling Cases of Online Grooming  13 

                   

●  The complainant can share a link to the CSAM content or upload evidence as 

attachments – images, video, audio, documents, PDF, etc.  

● A description column is also available for the complainant to add necessary details 

related to their complaint.  

● Details of the suspect to be provided, if available including name, IDs, address, any 

other details that would support investigation.  

● Complainant details to be provided- Name, phone number, email address, address, 

relationship to suspect if any, and any other necessary information supporting the 

complaint needs to be provided. 

 

It is recommended to always choose the “Report and Track” option for reporting the 

incident/crime. Choosing this option would allow for law enforcement officials to contact the 

complainant for further details. Further, it fosters a responsibility on law enforcement officials 

to follow through and investigate the crime as opposed to closing the matter for want of 

details or evidence.  

 

ii. If choosing to report the complaint as a case of Cyber Stalking/ Bullying/ Sexting, the option 

of the complainant is to choose from the category of  “Online and Social Media Related 

Crime” under Category of Complaint “Report Other Cyber Crime”. This option provides a 

sub-category of “Cyber Bullying/ Stalking/ Sexting”.  

 

The complainant must provide the following information to submit complaint: 

● Date and time of incident 

● Reasons for delay in reporting, if any 

● Details of platform where incident has occurred 

● All evidence corroborating the incident – screenshots, images, videos, texts, URL 

details, etc. 

● Details and information of the suspect, if available. 
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5.3 Reporting Offline 

Considering challenges to accessing the internet for a significant percentage of the 

population in India, a complainant can file a written complaint in the nearest Cyber Cell or the 

nearest local police station. A cybercrime falls under global jurisdiction, meaning that a crime 

complaint can be made irrespective of the place where it was originally committed or where 

the victim is currently residing.  

 

- Cybercrime complaints must be addressed to the Head of the nearest Cybercrime 

Cell and must contain the name, contact details and address of the complainant, along 

with necessary incidental details as mentioned in the above segment. 

- FIR in local police station – if a complainant does not have access to any of the cyber 

cells in India, they can file a First Information Report (FIR) at the nearest police station12. 

Every police station is mandated by Sec 154 Code of Criminal Procedure (CrPC) to 

record the information/complaint, irrespective of jurisdiction in which the crime was 

committed. If an FIR is not accepted by the local Police Station, the complainant can 

approach the Commissioner or the Judicial Magistrate.  

- The concerned police station will have the jurisdiction to register FIR under section 

154(1)13 read with section 15614 of the CrPC and investigate. 

 

  

 
12 Police officer is duty bound to register FIR on receiving information relating to the commission of a 
cognizable offence; Lalita Kumari vs. Govt.Of UP & Ors, AIR 2014 SC 187:2013 (13) 
Registration of Zero FIR is mandatory in cases where crime is not committed within the jurisdiction 
and the same has to be transferred to the concerned police station for further investigation where 
the offence has been committed; Kriti Vashisht vs State & Ors., CRL.M.C. 5933/2019, 11/2019 
13 Information in cognisable cases 
14 Power to investigate cognisable cases 
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6. INVESTIGATIVE PROCEDURES 

 

Every complaint received by the local police station either directly through a complaint or 

through assignment, must be thoroughly investigated. Section 78 ITA empowers a Police 

Officer, not below the rank of Inspector, to investigate offences under the ITA. Section 80 ITA 

grants any Police Officer not below the rank of the Inspector to enter any public place, search 

and arrest without warrant any person who is reasonably suspected of having committed or 

of committing or about to commit an offence under the ITA.  

Before classifying an act as a cybercrime, the Investigation Officer (IO) must collect 

necessary information from complainants/victims to fully understand the scope of the 

incident and its possible outcomes, the various aspects of the crime, its location and 

circumstances. It is recommended that the IO consults with the Cybercrime cell before 

issuing an FIR to determine the provisions of law, especially under the ITA. 

A brief workflow 15of an Online Grooming investigation is indicated in the flowchart below:  

 

 
15 Police Force Training on Cyber Frauds, by Shri .Kapil Garg, State Crime Records Bureau, Rajasthan 
Police 
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6.1 Preliminary investigation16 

All cyber cells or local police stations that receive or are assigned a complaint of online 

grooming, must take due cognisance of such complaints without dismissing them. The 

Investigating Officer (IO) must initiate a preliminary inquiry. Following procedure under 

POCSO, listed below are some pertinent questions to ask a minor victim(s): 

i. On what platform did the abuser begin conversing with the victim? Details of the app/ 

websites/ messaging platform, etc.  

ii. Possible description of the conversations they have had along with available copies of 

communication.  

iii. What was the victim promised to pursue a conversation/relationship with the abuser?  

iv. Pictures/videos, if available.  

v. Was the victim threatened in any way?  

vi. Where did the abuse begin – online/ offline?  

vii. Details of suspect, if known – name, identity details, addresses, pictures, etc.  

viii. Details of all communication between the victim and the suspect, copies/screenshots 

of such correspondence, if any. 

ix. All copies of messages, emails, screenshots of social media posts, pictures, videos, 

etc.  

x. If there was offline abuse, details of the same, place of occurrence, medical 

examination details, etc.  

Like all other cybercrimes, Online Grooming could be part of a continuous crime that began in 

a physical setting and moved online. Further, online grooming could also be the starting point 

in recruiting victims of human trafficking, kidnapping, etc. These angles must also be 

considered while investigating a traditional crime. 

 

 
16 Investigative Manual on Cyber Harassment Cases, by Bureau of Police Research and Development   
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If the CSAM content continues to be circulated online, the IO must initiate procedures17 to 

take down the objectionable content from said websites/apps, by issuing letters to 

concerned website/social networking platforms/apps to remove such content immediately 

along with furnishing detailed information on the upload of the said content on their platform. 

 

6.2 Crime Scene Investigation 

Where the crime scene involves electronic sources of digital evidence, the following serve as 

sources of digital evidence18: 

Computer Processing 
Unit (CPU) 

Containing digital devices with all the files and folders 
stored including deleted files and information. 

Display Monitors 
screens (if switched on) 

All graphics and files that are open and visible on screen 
can be noted as electronic evidence. 

Smart Cards, Dongles 
and Biometric Scanners 

Provides information on users, level of success, 
configurations and permissions. 

Answering Machines  Access to voice messages with date and time information, 
last phone number called, memos, names, caller 
identification information, deleted messages, etc. 

Digital Cameras Access to images, videos, sounds, removable cartridges, 
time and date stamps. 

 
17 SOP for Investigation of Objectionable Viral Pictures / Videos on various Social Networking 
Platforms - http://odishapolicecidcb.gov.in/sites/default/files/SOP_0.pdf  
18  Standard Operating Procedures, Digital Evidence related to Crimes Against Women and Children, 
Kerala Police : 
https://keralapolice.gov.in/storage/pages/custom/ckFiles/file/7GafuMCjLbFgjBNh8aXz8WhLv2Zqtfc
zvbi7Uv6m.pdf 
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Handheld devices such 
as personal digital 
assistants, electronic 
organisers, smart 
phones 

Access to information pertaining to addresses, 
appointments, calendars, documents, emails, messages, 
passwords, etc. 

Hard drives To access all stored information from the system 

Local Area Network 
(LAN) Card or Network 
Interface Card (NIC) 

To gain access to Media Access Control (MAC). 

Modems, Routers, Hubs 
and Switches 

To gain information related to IP addresses, etc. 

Servers To access information like logins, emails exchanged, 
contents downloaded, pages accessed, etc. 

Network cables and 
connectors 

To trace back to their respective computers and to 
identify types of devices that are connected to the 
computers 

Pagers To gain address information, text messages, phone 
numbers 

Printers To access information like number of prints last printed, 
usage logs, time and date stamps, network identity 
information, finger prints. 

Removable storage 
media and devices 

 To access stored files 
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Scanners  To gain access to previously scanned material. 

Telephones If possible, to gain access to phone numbers, messages, 
passwords, caller identification information, recorded 
voice messages 

 Copiers To gain access to physical and electronic documents, user 
usage logos, time and date stamps 

CD & DVD Drives  To access stored files or data 

Credit Card Skimmers Magnetic stripe contains cardholder’s information which 
include expiration date, user’s address, credit card 
numbers and usernames. 

Digital Watches Latest digital watches can contain all information available 
on smartphones that it has been synced with. 

Fax Machine To access relevant documents, phone numbers, logs, etc. 

Global Positioning 
System (GPS) 

Provides travel logs, home locations, previous 
destinations, way point coordinators, way point name, etc. 

Keyboards and mouse To examine for fingerprints. 

 

 In the investigation of a physical crime scene19: 

 
19 Cyber Crime Investigation Manual by Data Security Council of India, Nasscom and Deloitte India 
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a. A preliminary review of the scene of offence is recommended. This can be the home of an 

individual, a cyber café, the premises of companies/organisations, etc. The scene must be 

surveyed meticulously to understand the local situation, circumstances, and technical 

details of systems or networks at the scene of the crime.  

b. The scene must be secured and every individual present at the scene must be made note 

of.  

c. All potential evidence like passwords, documents, slips, account details, notes, etc., must 

be seized.  

d. Electronic/digital evidence is fragile and can be easily altered or tampered with. Due care 

must be taken while seizing any perishable evidence. Help of an experienced technical or 

forensic personnel must be sought.   

e. Due care must be taken in containing the incident or offence in order to minimise the 

damage, prevent any further damage or to avoid any alteration of the evidence.  

f. Proper identification and protection of the place of occurrence and an ‘as and where is’ 

description of such place must be recorded.  

g. Due procedures regarding collection of evidence when system is switched on or when the 

system is switched off, must be followed, thereafter, proper packaging and preservation 

of electronic evidence and devices must be adhered to.  

h. Forensic Duplication of electronic evidence must be carefully done and proper chain of 

custody must be recorded.  

i. Statements of witnesses must be recorded.  

j. Evidence must be classified.  

k. A seizure memo or panchanama must be drawn up under Sec.165 CrPC read with Sec.80 

ITA. A technical expert who can properly identify the equipment and sound advice to the 

IO should accompany the search and seizure. The panchanama must record 

timezone/system time along with the system’s hash value and serial number. If a system 

is off, it should not be switched on. Photographs of the device must be taken.  

l. Proper chain of custody must be maintained and recorded.  
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Evidence collected should be produced immediately before the concerned court, where 

orders to hand over digital evidence to forensic experts must be obtained. 

 

6.3   Cyber Forensics 

Once Evidence has been collected and properly preserved, the IO must proceed to hand over 

digital evidence to forensic experts/Forensic Science Laboratory (FSL), in order to extract 

evidence from digital devices without altering the authenticity of the original evidence object. 

This practice would efficiently recover data including files that have been deleted and also 

provide a timeline of events based on times associated with the files.  

 

6.4 Preparing Final Report20 

a. All information shared by the complainant while registering the FIR and investigation must 

be included while drawing up the Final Report (Chargesheet). 

b. Documents proving chain of custody of digital evidence to be attached with the Final 

Report.  

c. Forensic report received from experts/FSL to be attached with the Final Report.  

d. Information about place of occurrence and process followed to analyse the available 

evidence must be detailed. 

e. An analysis of the available evidence and mapping of the offences to the accused must be 

detailed to complete the Final Report.  

 

 

 

 

 

  

 
20 Cyber Crime Investigation Manual by Data Security Council of India, Nasscom and Deloitte India 
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7. CASE SCENARIOS 

 

The following scenarios are adapted from reported incidents and only aim to guide law 

enforcement officers in adding relevant and required provisions to encourage prosecution of 

cybercrimes and are not intended to be exhaustive.  

 

1. During the period of the pandemic, a 15-year-old girl signed up on Instagram. In her 

biography, she mentioned that she aspired to be a model someday. A few days later, a man 

messaged her on the platform saying he had a modelling project and was looking for 

teenage girls. The girl rejected the offer saying she wanted to concentrate on her studies. 

The man said he would wait for her. Despite rejecting his offer, they continued to 

converse. He revealed he was a former army officer who lived in the same city. He offered 

to tutor her. Her grades improved in time. He eventually told her that he was in love with 

her. The child also confessed to loving him too. At first they exchanged pictures of their 

faces, but the conversation turned into “sexting”. He eventually convinced her to send him 

nude pictures. He promised that he would marry her after she was done with college and 

that he would come meet her parents. Her siblings soon found out that she was in 

conversation with an older man and that she was sharing explicit pictures with him. The 

girl had become very emotionally involved and had to go through intense counselling to 

cope with the abuse. The parents approached the nearest cyber police to file a complaint.  

 

Applicable Legal Provisions 

IT Act 67B 

POCSO 11(iv), 11(vi), 13, 14, 15 

 

Potential Evidence 

Copies of communication, details of application, pictures/videos, information of suspect. 
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2. A 16-year-old girl spent much time gaming online. The interactive game she played gave 

the option of conversing with players with a chat option. She eventually started talking to 

a stranger who happened to be an older person. Their conversations moved to Snapchat. 

Their conversations turned into simple flirting. The man progressed to sending her 

‘innocent’ anime porn involving children. He then asked if they could imitate what was on 

the anime porn and if she could send him pictures of that and he would do the same. The 

girl refused to do so, while the man pursued her. Eventually the man lost patience and 

threatened to find her and ‘rape’ her. He also threatened to post their conversations online 

so her friends could see the kind of person she was. The girl eventually found the courage 

to confide in an NGO working for cyber safety, who helped her file a complaint.  

 

Applicable Legal Provisions 

IT Act 67B 

POCSO 11, 12 

IPC 500, 506 

 

Potential Evidence 

Copies of communication, pictures/videos if any, information of suspect.  
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8. BEST PRACTICES  

 

i. Victim-centric approach 

a. Victims of Online Grooming often do not come forward to register complaints, 

fearing the stigma associated with the crime. This unfortunately allows 

perpetrators to continue with the harassment and find more victims for their crime. 

It is therefore the responsibility of law enforcement officials to encourage victims 

to come forward and register complaints and pursue investigation in these 

sensitive cases. Officials must be sensitised to handle these cases, exercising 

caution and victim friendly procedures. 

b. Where it is essential to interact with a minor victim, it is essential to follow 

safeguards laid down under the POCSO Act. Section 24 and 26 POCSO, mandates 

the following: 

- The statement of the child must be recorded at the place of residence or the 

place of choice for the child and preferably by a woman police officer not below 

the rank of a sub-inspector.  

- Statement must be recorded in the presence of the parents of the child or any 

person in whom the child has trust or confidence.  

- Assistance of a special educator must be sought if the child suffers from a 

mental or physical disability.  

- The officials shall not be in uniform while recording such statements.  

- The child shall not at any point come in contact with the accused. 

- The child shall not be detained in the police station in the night for any reason 

- The identity of the child must be protected from the public media unless 

directed by the Special Court in the interest of the child.  
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ii. Evidence Seizure and Collection 

a. Digital Evidence is highly volatile in nature. Therefore, it is particularly important to 

handle the collection, sealing and preservation of such perishable information with 

utmost care.  

b. To prevent any questions on authenticity of the evidence during trial, the 

Investigative Officer must take care to prepare and maintain chain of custody 

throughout the course of investigation.  

c. Where necessary, if the investigating officer lacks specialised training in handling 

evidence, the help and expertise of a technical personnel or a digital forensic 

expert must be sought.  

d. It would be a good practice to concur with the cyber cell at the stage of FIR and 

while preparing the Final Report to know what provisions of law would be 

appropriate to include.  

iii. Trainings on handling evidence 

a. Officers authorised to handle investigation in cybercrime cases must be subject to 

periodic training on investigative methods- identification, collection, preservation 

and presentation of digital evidence in cybercrimes. 

iv. Knowledge sharing 

a. It is vital to keep abreast of trends, modus operandi of cybercrimes in the country 

and across the globe.  

b. It is a recommended practice to involve expert private agencies in the training of 

law enforcement officers and to exchange information on trends and modus 

operandi of cybercrimes.  
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9. FREQUENTLY ASKED QUESTIONS 
(FAQs) 

 

1. What kinds of cybercrimes can be reported on the government portal? 

Crimes related to women/Child and other cybercrimes such as mobile crimes, online and 

social media crimes, online financial fraud, ransomware, hacking, cryptocurrency crimes 

and online cyber trafficking.  

2. What is Child Sexual Abuse? 

Child Sexual Abuse (CSA) happens when a person involves a child in sexual activities. In 

India, different aspect of CSA are defined under POCSO – Sexual Assault, Sexual 

Harassment and Pornography. Both minor girls and boys can fall victims to this crime and 

is not restricted to any gender.  

3. What is the impact of Child Sexual Abuse Material? 

The impact of sexual abuse varies from child to child. For some, the mental trauma is long 

lasting and its impact is felt into adulthood affecting all aspects of life.  

4. How can a person report the circulation of CSAM?  

The existence/circulation of CSAM can be reported either: 

⮚ Online  on https://cybercrime.gov.in/ 

o Anonymously, where the complainant does not have to reveal identity but has 

to provide all other supporting evidence, sought for including details of 

suspects, if available.  

o OR, with the Report and Track option, where the complainant allows 

themselves to be contacted by investigating officials, while providing for all 

available evidence sought for.  

⮚ Offline: The complainant can approach the nearest Cyber Cell to register a complaint 

or the local police station. If the complaint is not accepted by the local station, the 

complainant can approach the Commissioner or Judicial Magistrate.  
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5. What kind of information should be provided to report CSAM?  

All ‘original’ evidence of messages, emails, texts should be preserved and submitted. 

Screenshots of websites, messages, social media posts, etc., including information of 

URLs must be uploaded. Any available information regarding suspects must also be 

provided.  

6. Is it mandatory to report child sexual abuse / child sexual abuse materials? 

Section 19 of the POCSO Act mandates the reporting of a child sexual abuse by all. Section 

20 further obligates media/hotel/lodge/hospital/club/studio/photographic facilities 

personnel to report any material or object which is sexually exploitative of the child 

through the use of any medium.  

7. Are there any indicators by which adults can recognize signs of grooming in children? 

A few tell-tale signs might present itself in minors. Some of them include: 

● Any unexplained changes in behaviour or personality, inappropriate sexual 

behaviour, etc., must be taken note of.  

● Child is secretive especially about their activities online 

● Child has older boyfriends or girlfriends.  

● Child goes to unusual places to meet friends 

● Child has access to drugs or alcohol. 

8. How can adults help children who are victims of grooming? 

Given the psychological and possibly physical effects that grooming can have on children, 

it is vital to seek support and guidance for both the child and the parents.  

● Have conversations around the reality of cybercrimes – sexual abuse, grooming, 

etc., at home. It is imperative that children are aware of the risks and dangers 

associated with the usage of the internet. Remind them to always keep personal 

information to themselves.  

● Advise children against interacting with strangers online.  

● Communicate with the child to find out who he/she is speaking to. If uncooperative, 

communicate with teachers or friends who could help reveal the information.  
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● Teach children that physical contact with any adult is something they should be 

conscious about.  

● Develop trust and assure your support if something were to go wrong. Be their safe 

space.  

● Monitor apps and websites used by children. Install software filters and blockers to 

prevent children from being exposed to inappropriate content online.  

9. How can children be safe on online platforms? 

Along with setting up parental control on devices and limiting the usage of devices, it is 

important to educate children on online safety. Additionally recommended measures 

include:  

● Have open and honest conversations about cyber safety and possible crimes that 

happen online. Encourage children to openly communicate on feeling threatened 

in any way online. 

● Create and use family e-mail addresses for signing up for online games. Advise 

children to stop immediately if anything bad happens and always take a screenshot 

of the same.  

● Use antivirus and anti-spyware programs, along with a firewall. Advise children to 

be cautious about opening files attached to e-mail messages or instant messages.  

● Never download software and games from unknown websites.  

● Advise children to never give out personal information over the internet.  

● As far as possible, avoid giving children any financial or banking information.  

● Be cautious to not link Google or social media accounts to gaming apps.  

● Advise children against the use of public or unsecured networks for gaming. 

● Advise children against creating friendships on gaming platforms/communicating 

in any manner with players.  

● Delete cache and cookies after playing the game. 

10. What kinds of cybercrimes can be reported on the government portal? 
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Crimes related to women/children and other cybercrimes such as mobile crimes, online 

and social media crimes, online financial fraud, ransomware, hacking, cryptocurrency 

crimes and online cyber trafficking.  

11. What kind of information should be provided to report a cyber complaint?  

All ‘original’ evidence of messages, emails, texts should be preserved and submitted. 

Screenshots of websites, messages, social media posts, etc., including information of 

URLs must be uploaded. Any available information regarding suspects must also be 

provided.  

12. Can a complaint be filed by a victim who has been victimised by a foreign 

national/company or by a foreigner who has been victimised by an individual or 

company in India?  

Yes, one may file a complaint related to all types of cybercrimes on the portal, regardless 

of residence or citizenship.  

 

 

 


