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Messag

In today’s rapidly evolving digital era, the internet plays an essential role in learning
and communication, offering countless opportunities for growth. However, alongside
these benefits come significant challenges, especially regarding the safety and well-
being of our youth in the digital space and on social media.

Education Department, Government of Gujarat, is committed to safeguarding our
students and young people as they navigate this digital landscape. In line with this
commitment, | am pleased to present the eHANDBOOK on Digital Empowerment of
Children, Adolescents, and Young Persons. This resource is designed to empower our

youth with the knowledge and skills necessary to safely and responsibly engage in the
online world.

Our young people are the foundation of Gujarat’s future, and it is our responsibility to
equip them with not only the best education but also the tools to protect themselves
in the digital realm. | encourage all educational stakeholders—teachers, parents, and

institutions—to actively utilize this eHANDBOOK to strengthen online safety practices
for our youth.

—

Sunaina Tomar, IAS

Tel, : 079-23251306, 23251308  Fax : 079-23254697 E-mail : secedu@gujarat.gov.in
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In today’s fast-paced digital world, internet has become an indispensable
part of our lives, offering vast opportunities for learning,
communication, and growth. However, as we embrace these benefits, it ;

is equally important to recognize and address the challenges associated

with the digital space and social media especially for our youth.

Education Department, Government of Gujarat is committed to ensuring
the safety and well-being of our students and young children in the
digital space. With this vision in mind, we are proud to introduce the
¢HANDBOOK on Digital Empowerment of Children, Adolescents and
Young Persons, specially curated to empower youngsters with the

knowledge and skills needed to navigate the online world securely.

Our students are the future of Gujarat, and it is our duty to provide them
with not only quality education but also the tools to protect themselves
in an ever-evolving digital landscape. We urge all educational
stakeholders to embrace this resource to enhance online safety for our

youth.

Let’s work together to build a safer digital environment for our children

and secure their future in this rapidly changing world.

u./bA; p;
Banchhanidhi Pani. IAS

’ Commissioner of Technical Education
Government of Gujarat

Tel. : 079-23253546, 079-23253539 + E-mail : dire-dte(@gujarat.gov.in
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MESSAGE

In today's interconnected world, the internet has become an indispensable tool for
education and communication. While it offers numerous opportunities for growth
and development, it also poses significant risks to our youth's safety and well-being.

| am writing to express my deep concern about the increasing challenges faced by
our young people in the digital landscape and the Education Department taking
proactive measures to address these issues.

| believe that the eHANDBOOK on Digital Empowerment of Children, Adolescents,
and Young Persons is a valuable resource that can equip our youth with the
knowledge and skills necessary to navigate the online world safely and responsibly.

| strongly encourage the Department to widely disseminate this eHANDBOOK
among all educational stakeholders, including teachers, parents, and institutions.

By promoting its use, we can collectively create a safer digital environment for our
children and ensure a bright future for them.

(Gurav Dinesh Ramesh, IAS)

Phone No.: +91-79-23254000, +91-79-23252240 Email: commi-highedu@gujarat.gov.in
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United Nations Children’s Fund | Gujarat State Office
Plot # 145, Sector 20, Gandhinagar 382 021
Telephone: (+91) 79-23225366/ 23227034 | Facsimile:

Message from UNICEF

In today’s rapidly evolving digital age, young people are spending more time online
than ever before, and they are beginning to navigate the digital landscape at
increasingly younger ages. While the internet provides them with boundless
opportunities to learn, explore, and engage socially through computers,
smartphones, and gaming consoles, it also presents significant challenges and risks.
When used constructively and made accessible to all, the digital world can broaden
horizons, spark creativity, and foster connections globally. However, alongside

these benefits, there are critical dangers. Cyberbullying and other forms of
peer-to-peer violence are pervasive issues, affecting young people each time they
log into social media platforms or use instant messaging services. The need for
protection, education, and empowerment in this space is urgent and cannot be
overstated.

| am immensely proud of the collaborative efforts undertaken by UNICEF Gujarat
and the Commissionerate of Higher Education, Government of Gujarat, to address
these challenges head-on. Together, we have developed a comprehensive
approach to safeguarding young people and adolescents in the online world. Our
collective endeavor, the eHANDBOOK on Digital Empowerment of Children,
Adolescents, and Young Persons, represents a significant step forward in promoting
digital safety and wellbeing. This eHANDBOOK will not only serve as an invaluable
resource but also as a critical handholding tool for young people, equipping them
with the knowledge and skills to protect themselves and others while navigating
the digital realm.

We believe that by empowering our young people with the right tools and
information, we can create a safer, more inclusive online environment where they
can thrive. | am confident that this initiative will make a lasting impact, providing a
secure space for young people to harness the vast opportunities the internet offers
while mitigating its risks. Let us continue to work together to ensure that every
child and adolescent in Gujarat and beyond is digitally empowered and protected.

x/

Prasanta Dash
Chief, UNICEF Gujarat Office



Introduction

The Internet, a basic form of it, was invented way back in the 1960s in the USA by cer-
tain government agencies for research and sharing of information. The official birth of
Internet came almost two decades later, on 1st January 1983. After years and years of
technological evolution and design thinking done by scientists and innovators it has
become what we know as this unimaginably massive network of networks

- the Internet. Riding on the Internet is the world wide web which

is full of this amazing content about any subject on earth and

beyond.

Today the online world is a magical place. Where else
can you become beautiful, smart, knowledgeable,
wise even, expressive, kind and generous, brave and
above all rich and famous, all at the click of a key.

Whether you are looking for new friends or your life’s
calling, the online world is here for you. It is indeed a mag-
ical place.

Or is it really? This online world, with all the amazing things that it has to offer

you is also a place that is full of people who are likely to harm you or take advantage
of you. Cyberbullying, spamming, malware, online stalking, doxing, phishing, invasion
of privacy, stealing of digital property, defamation, click fraud and sexual abuse are
some of the things that can happen to you, sadly, again, at the click of a key.

Recently, there was a case of fraud, one among thousands that take place in India. A
20-year-old youth befriended a man on Instagram, who claimed to be an expert in
crypto currency. This man promised the youth that he would double his money by con-
verting it to crypto. Obviously, nothing of that sort happened and this young man got
duped of his hard earned 30,000 rupees.
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And this is just the surface. Scratch it and you reach the dark underbelly — the dark web and

the deep web.

The hard reality of being online, even
as you read these lines, is that the
more attractive and useful it gets, it
also becomes more addictive and
dangerous. This duality, these two
contrasting sides of the same world
remind us that the online world, even
in all its glorious splendor, is mere-
ly an extension, a reflection of the
physical world we live in.

An old adage that life seems to teach
us is that every rose has its thorns. If
we want to pluck one, we should also
be ready to get stung. We say no. We
need not be afraid of the thorns, i.e,
the dangers of being online and let
go of the amazing benefits that this
world has to offer. Remember Isaac
Newton from your science textbook?
He formulated many laws to help us
understand our world. One of them
was — that every action has an op-
posite and equal reac tion. It means
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that the huge growth in online threats (action) is countered by a huge response of the same
magnitude (equal and opposite reaction) to fight back these threats. Today there are many
organizations and individuals who have dedicated their lives in making the online world a safe

haven. This effort is the bright spark to the dark side of the moon.

If what you have just read frightens you, don't let it. Fortunately, there is a secret weapon we
have that can make you safe online. And that secret weapon is YOU. When you understand the
online world, learn to play by its rules and use the guidelines in this e-book, YOU will become
your most formidable ally against the dangers and risks that lurk in the dark corners of your

online space.



Introduction

Here we present seven stories that will show you how to be safe online. And we will begin with
A Few Terms FYI to help you understand the online space better.

™ A Few Terms FYI introduces you to some of the terms that will enhance your under-
standing of the online space and help you make informed decisions.

l:j Story 1. Phishing is a story about a young student Chirag and his experience being a
‘phish’.

3 Story 2: Doxing, tells the story of Gina and Sid and how their carelessness leads to
disaster.

™ Story 3: Online Predators, a story based on several real cases shows how an inno-
cent act of enjoying a game ended in tragedy.

3 story 4: Cyberstalking, tells the story of Aarti and how she fought back an ever
growing menace.

% Story 5: Trolling telis the story of Bhavin. A few social media comments here, a few
there seem to be a part and parcel of daily life. But are they really?

i Story 6: Sexting tells the story of Shivani and Krish. Krish seems to be the villain here
but is he? If it is not him, then who is it?

™ Story 7: Social Media Addiction is a story of a young and budding school cricket
champion. But something quietly sneaks up on him. What is it?

These stories are fictional but based on many real instances that have been reported in vari-
ous news publications. We have also provided a few real stories that have happened recently.

As a famous character called master Oogway says, there are no accidents, only consequenc-
es of our actions. In the context of online safety, it means that our actions, how we conduct
ourselves on social media matter as much as they matter in the real world.

As the online world expands, so does our means to access that world through super friendly
and inexpensive data plans. But as someone said, with great data plans, comes great respon-
sibility too. We need to take a pledge to be responsible for our own safety in the powerful online
world.
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A Few Terms FYI

The exciting online world is meant to be enjoyable and convenient. But for it to remain that way,
we must follow basic safety rules just as we follow basic traffic rules of road safety to enjoy the
benefits and pleasures of driving.

Taking the driving example further, you do not need to be an automobile engineer to drive a
car safely. An understanding of basic terms like speed, gears, brake, neutral, carburetor and
incline — a mix of terms from the engineering subject, the automobile itself and road safety can
keep you safe on the roads.

In the same way, for you to stay safe online, here are some terms from the world of networks,
technology and computer-based devices. Knowing the meaning of these terms will enhance
the ease with which you navigate the online world and stay safe. These terms are described
briefly here, but you can deep dive into them on your own as well.

How the Internet Works

You are already familiar with the idea of a network. You can consider the Internet as a large,
global, network of computers.

On this network, data (text, pictures, videos, sound files etc) that is generated by us is trans-
ferred from one point to another. This ‘point’ is usually a local node in the network. This node
has a unique address called the IP address (Internet Protocol oddress). The devices we useina
location are connected to those IP addresses. When you send a text from your phone, it goes to
the local node, from there to the local node of the recipient and then to the phone connected
to that local node. These nodes can be connected to each other in different ways.

What is the World Wide Web?

When you watch television (TV), are you looking at the TV or something that is inside it? Obvi-
ously, the TV by itself is not interesting at all. What you love is ‘inside’ the TV. All the shows and
movies on your favourite channels and OTT platforms. The difference between an actual TV
and the programs you watch is exactly the difference between the Internet and the world wide
web. The Internet provides the hard infrastructure on which all the content we see on websites,
blogs, social media platforms is created and hosted. The two terms internet and world wide
web are collectively called being ‘online’.

You may find that the word ‘digital’ is very commonly used today. Digital is anything that is
made up of ‘digits’, or in simple words, it is now electronic. Your photograph can be a paper
printout or digital, which means you will be able to see it only using a computer device.

How are the terms digital and online connected? Not everything digital has to be online. For
example, if your photograph is stored on your laptop, you need not go online to see it. You can
take a selfie using your phone without being online. But to share it with others you need to be
online.
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Digital Rights

As a citizen of India, you have many rights - to vote, to study what you please, to practice any
religion of your choice, to do any business within legal means and so on. In the same way
you also have the right to use computer-based devices, access the internet and publish your
views, thoughts, ideas and other forms of data online. These are your digital rights. Here is a
concise definition of digital rights from Wikipedia:

Digital rights are those human rights and legal rights that allow individuals to access, use, cre-
ate, and publish digital media or to access and use computers, other electronic devices, and
telecommunications networks. The concept is particularly related to the protection and reali-
zation of existing rights, such as the right to privacy and freedom of expression, in the context
of digital technologies, especially the Internet[l] The laws of several countries recognize a
right to Internet access (Wikipedia contributors. (2022, August 7). Human rights.

Digital Responsibilities

Rights are a two-way street. If you have rights, you also need to know how to be responsible.
Some of the responsibilities you have in the real world are to take care of the poor and un-
derprivileged, take care of the environment and to follow the rules and laws laid down by the
government.

How does this idea apply to digital responsibilities? To begin with, an understanding of per-
sonal and public information is essential. Personal information is about you — your name, age,
address, your school, details about your parents etc. But your friends’ names, and their details
do not classify as your personal information. Knowing this distinction is the first step to both
your safety and that of others.

When you follow your digital responsibilities well, you become a good digital citizen; someone
who uses digital technology safely with social responsibility. A responsible digital citizen needs
to follow these guidelines:

1. Protect your online privacy by ensuring that you do not share more than what is common
knowledge about yourself. For example, sharing what you do every evening could be a
potential risk for cyber stalkers.

2. Respect the online privacy of others by avoiding sharing their details, such as their pictures,
what they do and where they go.

3. Respect the rules, values, and policies of your family, religion, community, and school.
4. Understand the values of other cultures, religions and communities.
5. Build a positive online reputation and portfolio of work.

6. Use online communications in constructive ways, doing nothing you would not do in a F2F
setting.
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7. Evaluate the accuracy of any information you find or receive online - or share online.

8. Maintain a healthy balance between your online activities and relationships with your
physical world activities and relationships.

Search Engines

A browser is a software that fetches and displays web pages whereas
search engine is a software application that helps us find information
from other websites that have the information that we need. Some of

the popular search engines are Google, Firefox, Opera, Safari, Bing

and Yahoo. Knowing how search engines work can help us stay safe

online. So here is a quick and simple explanation.

Suppose you decide to search for something on a search engine,

for example, your search string or query is ‘how to study for a school

test quickly’. The search engine takes your string and crawls thousands of

websites. When websites with that search string are found, they are displayed as a results list.
This usually takes a few seconds.

Most search engines store the search string in order to help you keep a record of what you
searched in case you need to search for similar things again. The flip side of this convenience
is that search engines remember’ and ‘know’ what you search for. Sometimes knowing your
searches can be used to market similar items to you. Sometimes search engines only show
results that are frequently seen by others. That limits your choices.

Cookies

Not only is this something you cannot eat, this cookie is also annoying! That is because a cook-
ie warning or alert pops up each time you use an app or a software.

What is a cookie and why does it pop up everywhere? Cookies are the data stored in the device
you are using to connect to the internet. When you accept cookies, cookies which are text files
get downloaded in the website to monitor your activity whenever you visit it - the number of
times visited and the time spent on the site during each visit and so on.

Why do websites ask you to accept cookies? When you accept cookies, websites can:

1. Collect your personal information.

2. Give you personalized ads.

3. Track your browsing history.

4. Save account log in information like user id and password.

5. Track your device location and IP address.
Do you have to accept cookies? Not really.

Do not accept cookies from unencrypted websites, third party cookies which are not relevant
to the parent website, suspicious websites and cookies which want your personal information
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Is the Internet Really Free?

How much does it cost to be online? Usually, we pay for the data plan or the monthly wi-fi
charges. Other than that, almost all the content that we see on our social media, YouTube and
the platforms also are free of cost. There are millions of people who share great content on
their websites free of cost. So how does giving so much free content work then?

There is a saying that when something is free, you are the product. This means that when you
use a social media platform for free, the platform is using your data — your name, profile, your
friends’ profiles, the content you create (pictures, video) to understand you better, and shares
it with companies who can market their products to you. In return for sharing your data, the
social media platform gets paid. This is how the social media platform makes money. That is
how we see so many advertisements while we are scrolling down on our social media posts
or when we are watching YouTube videos. To some extent this is fine, but there is a potential of
your data falling into wrong hands.

One of ways of protecting yourself from this is through the use of open software.

Have you heard of FOSS?

You may have heard the term open software. Software is nothing but lines of code. Program-
mers write code for their companies, and these companies hence own the code. No one else
can make any change to this code except for the programmers in the company. Recent-
ly, Twitter users wanted to add an edit feature to tweets. This is a case where only Twitter
programmers can access this software and change the code. This is called a copyrighted or
closed software. Sometimes this type of a closed system can be a disadvantage. First, com-
panies can impose high charges on the users for using the software. Second, the ownership of
this code can lead to market domination by a single company.

As against closed or copyrighted software, there is open-source software or OSS. Here pro-
grammers write code and make it available to other programmers who may want to modify
the software or use part of the code for other applications. OSS is software that is distributed
with its source code, making it available for use, modification and distribution with its originall
rights. Some examples of OSS are:

« GNU/Linux

+ Motzilla Firefox

+ VLC media player
* SugarCRM

+ GIMP

To promote the use of software applications based on open source software, a movement
called Freedom of Open Source Software (FOSS) movement was started by the hacker and
academia community in the USA.
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Since FOSS encourages freedom of use of software, it is genuinely free. It means that open
source systems do not capture your data. For example, a web search application called Duck-
Duck Go does hot save your search strings. This is how open software promotes online safety.

This is not a complete list of terms, there is much more. These terms are a few that can get you
started on understanding this online or digital world more closely.

REFERENCES

1. https://web.stanford.edu/class/msande9lsi/www-spr04/readings/weekl/Inter-
netWhitepaper.htm

2. https://enwikipedia.org/w/index.php?titie=Human_rights&oldid=1102864262

3. http://doug-johnson.squarespace.com/blue-skunk-blog/2012/11/27/
top-10-guidelines-for-digital-citizenship.html

4. https://www.synopsys.com/glossary/what-is-open-source-software.html




Phishing

Staying safe while using email

Chirag moved to Pune seven months back to study

Engineering in one of the best colleges in that city.
Chirag had studied really hard to get that admission.

This was also the first time he was away from home
and he was excited to be living on his own. He soon
realized that things were not that easy. The rent was
high, there were quite a few college expenses over
and above the fees, and Pune was more expensive
as a city compared to where he had come from. The
money his parents sent was falling short and he did
not have the heart to ask them for more. To achieve
his dream, he was determined to work hard and so he
took up a part time job after college hours to make
ends meet.

(I

One night, he was working on an assignment when he
received an email alert from his bank. It's probably a

one! . due date reminder for a credit
) ~ card payment he thought to
himself. But the subject line
looked different. So, he decid-

edtoopenit.

2

Overview

In a fast-paced world that is only
getting faster, it is no surprise that
email is the most easiest ways to
communicate while working. Ev-
ery day we are greeted by the
familiar *ding* of an email an-
nouncing the latest offer from
your favourite brand, an update
from school, or even a message
from a friend. However, most of
us are guilty of not paying close
enough attention to the emails
we open. And, as Chirag found
out, this sometimes has serious
consequences.

Learning Objectives

1. Readlize the importance of
email safety

2. Learn how to recognize d
fraudulent or phishing emaiil.
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His surprise turned to delight when he read the email. The bank was launching a new invest-
ment scheme and it was making a special offer to preferred customers. Chirag would be one
of the few to benefit from this offer.

. X A By privlece for our rivleged costormer | neeex
Chirag made a few calculations and
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was shocked by the outstanding returns
on investment. This seemed too good to
be true. But what if it were actually true?

Crear Chirag,

Az a pravilegsd membsr, you hawe besn ranafemsd this
unique opportunity of 2 ¥1ra zpecial offer.

. . . o Click B2 151 knaw
The email looked genuine and official.

One investment and he may actually

Give mare get more ? ?

have enough money to pay all his bills
for the next few months and even have
enough left over to travel home for a
holiday.

Chirag decided to call the bank first
thing in the morning. The next day Chi-
rag called the phone number listed on
the email for more details. A bank executive named Purab answered his call and addressed
all his queries. The scheme was pretty simple. Chirag would need to click on a special link that
Purab would provide, and enter the amount. Rest would be taken care of by the

ank. Within two weeks Chirag would receive a notification of credit via SMS

= and email. His money would earn close to 45% interest. This was a limited
time offer, so Chirag would have to decide quickly.

y \ Chirag didnt want to waste any time. His salary from his part-time job

\ had just come in. Chirag did what Purab told him to and clicked on the

link and entered the amount. The stated amount was debited from Chi-
rag’s account.

A few days later, when Chirag was in his lab at college, he re- '{, *
ceived a notification of another large amount being debited =
from his account. He went weak in the knees. He had not
authorized this debit. In fact, he was supposed to receive
some money, not give more. He called Purab who assured
him that since they did not want to disturb him in college
they took more money because the investment was do-
ing very well. Chirag was relieved and went back to his ex-
periments. He was smiling to himself
thinking how proud his father woulc

be.

-~

The investment period of two weeks finally ended.




Story 1: Phishing

An ‘Xtra Special’ Fraud

As the third week set in, Chirag eagerly awaited
the credit notification SMS. He checked each
and every message that he received. Then he
checked his bank account. But no money had
been credited. He waited for a few days, but
each day it was the same story — no money
had been credited.

Chirag was worried now. He called Purab to find

out what was going on. But he was greeted by a
recorded message saying that the number no lon
ger existed. The ground below Chirag's feet shifted!!

He kept trying Purab’s number, but it was the same recorded message. He was 10SIng

What can | do?
Who can | talk to?

My parents?

Well that was a scary thought because he knew how upset his father would be. Chirag's father
had worked hard all his life and it would crush him to learn that his son had just lost a sizeable
amount of money. Chirag was embarrassed, ashamed and felt very guilty.

bank to sort out this matter. He
shared the email with his rela-
tionship manager (RM). The RM

saw the email and immediate-
ly understood what happened.

He explained to Chirag that he

\ had fallen victim to a phishing
I I scam.
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When a fisherman wants to catch fish, he dangles a worm (o bait) to attract the fish. As
soon as the fish bites, the fisherman pulls the rod, thus catching the fish. In this story you
can clearly see that Purab dangled a bait in front of Chirag (who was desperate to earn
money) and when Chirag made the call, Purab pulled him in and scammed him.

This phenomenon is called phishing (pronounced as ‘fishing’). Hackers or attackers trap
innocent people by dangling a bait (usually related to earning money) to trick them into
sharing personal details like bank account details, passwords, financial details and so on.

Although phishing usually takes place via emadils, in the last few years, phishing also takes
place through SMS — and that is called smishing. With advent of newer technologies and
devices, phishing has also evolved. Some types are into Spear phishing (torgeting a spe-
cific individual in an organization), vishing or voice phishing (trying to steal information
using someone else’s voice), pop-up phishing (Where a pop up says something is wrong
with your computer and baits you to click on it) and whaling (targeting a senior individual).

As Chirag sat there listening to his RM, he was shocked and felt very angry, at Purab and also
at himself. How could he, a college topper, studying in one of the best colleges in the city, fall
for such a scam!! The email looked so real and genuine.

Chirag has just dealt with a terrible experience. What can he do to come out of this?

Have a word with his father @

Chirag must pick up the phone and talk to his father and accept his mistake. Parental
support means a lot. Parents may not have faced similar issues but they have the expe-
rience and the forbearance to steer you out of stormy seas.

Talk to the bank @

Chirag has already done that. His RM informed him a bank transfer can be reversed only
if the error is from the bank’s end. Since Chirag had voluntarily transferred the money,
they would not be able to do much.

Treat it as alesson and let it go .

Not taking any action is really the worse thing Chirag can do. Inaction is what encour-
ages scamsters, so Chirag must put aside the fear of embrassment and raise a hue and
cry over this incident.
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Report this incident to the cybercrime cell @

This would be a great setback for the scamsters. Chirag must report this incident to of-
ficial authorities.

Contact agencies who will help him recover his money ‘

With this option, Chirag could be walking into another scam. There are no offocial agen-
cies that can help.

Recognize the Warning Signs

The relationship manager then proceeded to point out the red flags of the fraud website.

A by privlege for our ivileged custorner  pea s
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F 1. The email was sent from a fraud domain that looked like the bank’s domain

The domain name is the part that comes after the “@” symbol. Now, most companies,
especially banks, have their own domain hames and company email accounts (ex- @
bankname.com). Chirag’s bank’s name was Quick Money Bank with a domain name of
@quickmoneybank.com. Check the domain name in the email. It is @quickmonyebank.
com. Such a small difference, one hardly notices it.



Story 1: Phishing

Sometimes phishing scams also use a public domain like @gmail.com or @rediff.com.
That should be a clear sign that this might be a fraudulent email. Sometimes the domain
name may even be misspelled in a fraudulent email for example @gmoil.com. This is an
even bigger clue for you.

™ 2. Poorly written emadil or errors in copy

Poor spelling or grammar is a tell-tale sign than this might be a fraudulent email. Most
people may overlook it, thinking it to be an accidental spelling mistake. However, most
times this is a giant red flag. Phishing emails are mostly written by people with non-En-
glish speaking backgrounds and they tend to use spell-check, translation and other ap-
plications when crafting their emails.

™ 3.The offer was too good to be true

If it sounds too good to be true, it generally is. Free products, lucrative offers, or unbeliev-
able schemes and investment opportunities are mostly a scam designed to catch your
eye and your attention. Do some research, talk to your bank and be absolutely certain
before you take any steps.

™ 4.Message created a sense of urgency

Scammers try and push you to act as soon as possible by creating a strong sense of ur-
gency. Because the more time you have to look at something and think about it, the more
likely you are to find something wrong. Limited time offers are a great way to make you
leave logic and reason behind and act on impulse.

™ 5. Asuspicious link

If you don't trust it, don't click it! Links can lead you to fraudulent websites or download
malicious software or malware onto your device. This can give the attacker control of
your system and access to your personal or financial information. If you are still unsure
about a link, there are a number of sites that let you check if the link is dangerous or not.

Chirag felt hopeless. An act of carelessness increased troubles for him and
his parents. Cybercrime is not something that we see only in movies or
read in stories like these. It is real and targets each and every one of us.



Story 1: Phishing

Your Safety First

We cannot stop using the benefits of technology so here’s what we can be
careful about to protect ourselves from phishing.

o Use anti-malware and anti-spam software. These can be your first
guard against phishing.

9 Most browsers provide ways to offer protection from phishing. Gmail
for example shows an alert or a warning when you receive an email
from a suspicious or unknown emaiil id. The phishing warning is stat-
ed clearly. Use these features to protect yourself.

When you do receive such emails or SMSs, check the source email
address or the phone numbers.

e Do not click on email links unless you are sure they are safe.

e Avoid using public wi-fi for online banking or shopping.

End of Story 1: Phishing «//



Doxing

Staying safe while using social media

Gina was doing very well in class. She was popular
and had a lot of friends. She was the star of her foot-
ball team, helping them reach the finals of the Under
16's City Cup. Everything was going great.

One day, she received a private message on her so-
cial media page.

b Big fan of your footba|| team
Loved yoyr free-kick against

the Titans) That curt and dip
was amazing!

g
i

.

Anyway, Jjust wanted to wish
You luck for the finall «

Gina was happy and surprised. She had a fan. Gina
decided to respond, just to be polite. She soon found
herself having a long chat with her “fan” - Sid. He
seemed to share so many of her interests . He loved
animals and Chinese food and his favorite movie was
Kabhi Haoan Kabhi Naa, as was hers. &

" DING!
I{ i °

7
—

Chatting with Sid became
something she looked forward
to. He was online after 10:00
pm every day. And Gina
couldn’t wait to hear the fa-
miliar “ding” sound when his
message popped up.

Then one day, Sid sent her a pic on chat. Gina opened
it excitedly.

Overview

We all love to share our happiness
and the beauty in our lives on so-
cial media. No wonder everything
looks and feels so beautiful on a
social media page or story. But is
it really?

Read this story about Gina and
Sid that shows you that every-
thing is awesome - until it is not.
And that is why everyone needs
to take steps to ensure that ev-
erything not just looks, but also
remains awesome for everyone.

Learning Objectives

1. Recognize possibly unsafe
situations online

2. Recognize common ‘red flag”
behaviour patterns in online
predators

3. Understand strategies to
protect yourself from online
predators and deal with un-
safe situations.



Story 2: Doxing

And Meet Rohit

Gina saw the picture Sid had sent and her excitement turned to horror. It was
a picture of Gina with Rohit, her ex-boyfriend. The picture showed the two
of them in a very private, personal pose. Gina did not even know Rohit had
taken this picture. And how did Sid get it?

Gina quickly checked Rohit’s page and sure enough, there it was for anyone to see. Gina never
expected Rohit to be so vengeful and upload the picture .

Did he not care what happened to her? And
since Rohit had a public account, anyone
could access the pictures. She immediately
/ called Rohit and got him to take down the
pictures.

254
35 comments But Sid still had a copy saved on his device.
Gina also realised her account was public
as well. Could this be how Sid seemed to
know so much about her and found Rohit?

Was she as much to blame for this mess?

She received another message from Sid.

Oh Gina! You look even better without your football
kit on. I really need to send your ex a thank you note.

How dare you! Just stay away from me!

But your pictures keep me company at night. I can’t delete them...unless....

Unless what? What do you want?

19



Story 2: Doxing

Unless you keep me company instead.

How could you do this to me, Sid?
Delete my pictures right now!

Oh if you wanted me to stay away you wouldn’t have made it so easy to
find you. You really need to check your location and security settings. So
why don’t you just book us a room at Hotel Blue Lagoon. It’s right near
your place isn’t it? Maybe we can take a few more pictures there as well.
Oh and make the booking for tonight or I may just send your pictures to
your parents and friends. Better I see you like that, rather than everyone
else nah.

Gina didn't know what to do. She didn’t want her parents to see the pictures. They would be
angry and embarrassed. She would cause them so much shame they probably wouldn’t speak
to her ever again.

And if her friends saw her pictures, the embarrassment for her would be unbearable.
She would be teased and ridiculed for the rest of her life.

Maybe she could she call the cops? No, that would mean more strangers looking at
the pictures. she felt helpless. Who could help her now?

Why is Sid doing this to me?

Why wasn’'t | more careful with my
social media settings from the start?

Do I really have to give Sid
what he is asking for?

20



Story 2: Doxing

Is there a way out for Gina? Take a minute to think about it? What should Gina do?

Talk to her parents Give Sid what he wants
Report the account Ignore Sid
Involve the police

Before we discuss the solutions Gina has, we need to first understand what she is going through.

Rohit was really upset when Gina walked out on him. He decided to upload explicit pic-
tures she had sent him while they were in a relationship. He was looking to hurt Gina
without considering how much emotional and psychological domage he was causing

her. This is called revenge porn.

Sid has taken online bullying to another level using the malicious practice of doxing.
Doxing originates from the term “Dropping Dox” or “Documents”. It refers to finding and
creating a compilation of someone’s personal information via social media websites,
public databases, etc. rather than sourced from the victim themselves - much like how
Sid got hold of Gina’s explicit photos and even the location of her home. Sid then used

the information he gathered to harass and exploit Gina for sexual favors.

Gina certainly has gone through a lot. Let’s see what she can do about it.

Talk to her parents @

It is important for Gina to talk to her parents and let them know about her situation no mat-
ter how uncomfortable it may seem. They care about her and will do what they can to help
Gina find a solution without causing her any embarrassment. But she needs to speak up, or
no one can help her.

Report the account @

Gina may not realize this but she has a powerful tool at her disposal to deal with harass-
ment, online bullies and hackers. She can get Rohit’'s account blocked and Sid to stop both-
ering her forever by just clicking the “Report Abuse” button. This would put an end to her
nightmare without getting her in trouble. It's important to do something no matter how
scary things may seem.
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Story 2: Doxing

Involve the police ©

Getting the police involved might be difficult for Gina, but it is important they know what is
going on since she is being threatened by Sid and embarrassed by Rohit. Gina should also
gather proof through screenshots or other means to help the police get a better handle
on the situation.

Give Sid what he wants ‘

Gina is terrified and embarrassed of having her picture sent to her parents and friends. In
this situation, most of us would be tempted to just give in to the bully’s demands. However,
once bullies get what they want, they rarely stop and keep demanding even more. Giving in
once is like stepping in quicksand. You end up sinking deeper and deeper.

Ignore Sid @

There is no guarantee that a bully like Sid will not share the picture if he doesn't get what
he wants. Just keeping silent is not the answer. A bully needs to be reported immediately so
they never harass you or anyone else ever again.

Recognize the Warning Signs

Any one of us could end up in a situation like Gina. But you can prevent it by recognising the
red flags common to an online predator. Here's a few you should remember:

™ 1. They know all about you and your interests even though they are strangers.
™ 2. They usually communicate at a specific time each day.
™ 3.They make you feel safe so you trust them.

™ 4.They get information about you from multiple sources online.

Did you spot these red flags while reading Gina’s story? Why don’t you read it again and spot
the ones you missed out.



Story 2: Doxing

Your Safety First

Here are a few steps you can take to ensure you stay safe online.

o Download social media apps from genuine or credible
sources.

Ensure you have a strong password that you keep changing
regularly.

e Use separate usernames on your different social media
accounts.

9 Review your location and security settings.
6 Use multi-factor authentication.

Keep your social media account private and only accept
requests from people you know and trust.

Use the Report Abuse function for any sort of harassment or
bullying or if you feel your account has been hacked.

0 Avoid sending or posting anything online that is embarrassing or
that you wouldn’t want your parents or friends to see. Once it's
online, it’'s out there forever!

9 Avoid accepting friend or follow requests online from strangers,
just as you would not in real life.

@ Avoid sharing personal information online. It makes it easier for
predators to find you.

m Do not give in to online bullies or predators.

@ Do not stay silent if you are a victim. Speak up.

End of Story 2: Doxing
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Cyber Grooming

This is a real incident on cyber grooming sourced from various news publications.

1™ May, 2022 Surat, Gujarat.

A 26-year-old married woman, a resident of
Parvat Patiya in Surat lost a large sum of money
because of negligence while interacting with a
stranger on social media. This is her story.

The woman, a homemaker and married to a
business man met Ashish Jain on Facebook in
March 2019. After a few months of chatting they
started talking over video calls. During the chats
and the video calls, Jain groomed the woman,
i.e. gained her trust by complimenting her looks,
and recorded the video calls and started black-
mailing her.

Jain then threatened to make their video con-
versations public if she did not pay him money.
The woman got terrified and transferred funds
to Jain in two instalments of Rs 16,000 and Rs
75,000.

This did not satisfy Jain's greed. He continued to
ask for more money to delete those videos.

The woman approached the Surat cybercrime
police station and registered an offence against
Jain under section 384 (extortion) of the Indian
Penal Code and various sections of the IT Act.

How did this woman end up in this situation?
The first mistake by the woman was that she
accepted a friend request from a complete
stranger. After a few months, she trusted him
enough to be on a video call with him. Jain’s
trap was laid carefully. Since this kind of flirta-
tion is against our value system, she kept these
conversdations a secret. And that is what Jain
took advantage of and blackmailed her.

It is only when Jain got even more greedy, the
woman felt that she could no longer handle the

situation. She accepted and realised her mis-
take and approached the police station and
filed the cyber grooming complaint.

The cybercrime cell kept her identity secret as
she is psychologically affected.

This is a case of cyber grooming. Cyber groom-
ing is the practice by which someone builds
emotional bond with children through social
media and messaging platforms with an ob-
jective of gaining trust for sexually abusing and
exploiting them. According to report issued in
2018, more than half of the rape victim in Guja-
rat are children.

Gujarat also stood Mth place in the crime
against children among other Indian states.
Crimes against children include physical and
emotional abuse, exploitation, such as through
child pornography or sex trafficking of minors.

While cyber grooming is type of cybercrime.
Gujarat alone reported over 12,500 cybercrimes
cases in the month of March 2022. Among
these, around 3000 cases are related to finan-
cial fraud to the tune of 3.09 crores. The cy-
bercrime cell managed to recover only half of
this amount which was returned to the victims.
There are similar cases related to cyberbullying,
online gaming and online transaction frauds
reported by the Gujarat cybercrime cell.

Cybercrime can be defined as any misconduct
using mobile phone, computer, laptop and/ or
internet to promote any kind of lure, fraud or
causing harassment to other persons online.
It includes financial fraud, use of abusive lan-
guage, theft of password or digital data.
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How can you protect yourself from these of-
fences?

1.

Call toll free number 1098; This is a 24X7
child helpline number given by the Ministry
of Women and Child development, Gov-
ernment of India. The helpline humber is for
both boys and girls who are under 18 years
old.

. Call toll free number 1930; This is 24X7 help-

line number of state cybercrime cell, Guja-
rat.

. The helpline numbers listen to your griev-

ances keenly, keep the complaints confi-
dential and take appropriate action against
the offenders.

. Do not accept friend requests from un-

known persons on social media platforms.

. Do not share your personal information on

social media or other online platforms. Go
to the privacy settings of your social me-
dia platform to select who can access your
profile online. Restrict access of your profile
only to your friends.

. Avoid talking to people who wants you to

turn on your phone camera and ask your
sexually explicit photos and videos. The of-
fender can blackmail you that your photos/
videos will be shared on social media.

. Avoid talking to people who want your con-

versations to be a secret.

Cyber Grooming

REFERENCES

« https://timesofindia.indiatimes.com

- https://indianexpress.com

- https://timesofindia.indiatimes.com/city/

ahmedabad

- https://twitter.com/cybergujarat?lang=en

Gujarat Cybercrime cell

« https://www.childlineindia.org/ CHILDLINE
India Foundation (CIF) is the nodal agency

of the Union Ministry of Women and Child
Development for setting up, managing
and monitoring the CHILDLINE 1098 service

all over the country

- https://www.mha.gov.in A handbook for

adolescents/students on cyber safety
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Online Predators

Staying safe while gaming online

Rushabh kept glancing at the clock in the classroom.

?QRIIIINNNGGGGG/zé

z

Why were the hands moving so slowly?
Finally, 12:30 pm!!!

Rushabh grabbed his school bag and sprinted out of
the classroom. If he hurried, he could just make it. He
reached home, ran to his room and quickly turned on
his PC.

Overview

Whether we are young, old or
somewhere in between, we are all
hooked to playing video games.
And for good reason. From con-
necting circles to opening chests
to commanding troops, they pro-
vide an escape from the stress of
life and let you connect with peo-
ple around you. But not all con-
nections are good.

Read the story of how Rushabh
learned that not all games have
unlimited lives.

Learning Objectives

1. Understand the risks of
sharing personal information
online

2. Recognize “red flag” be-
haviour patterns of online
predators in the gaming
world

3. Learn ways to stay safe when
gaming online.
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Story 3: Online Predators

A thousand messages started popping up. All from DemonSlayer13.

Ding,

2 =

Ne
Ding, o
~

Le- @

12:09 pm

Oye, RushabhWarrior you there?

1215 pm
Cmon man we need to start the mission
12:36 pm

Helllooooo.....hellloooooooo.....

12:54 pm

Listen I'm going to just start without you

12:55 pm

I'm seriously only waiting for 5 minutes more

01:00 pm

Ok that’s it....
01:00 pm

I'm here! I'm here! School gets done at 12:30
man, got here as soon as I could

01:00 pm

Finally! Cmon Let’s goooo00000....
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Story 3: Online Predators

Phew! Rushabh managed to make it just in time for the game.

He had met DemonSlayer online a month ago. DemonSlayer had sent him an in—-game mes-
sage after a very exciting game they had won together. Since then, they had teamed up on a
couple of missions. And today was the biggest mission so far.

3:09 pm

GG man. Hard luck! That last attack was so good!
That weapon had a ridiculous DPS!

3:09 pm
Damn it! We could have had it...
3:09 pm

It’'s cool man. We get them next time!
310 pm

So see you tomorrow?
310 pm

Sorry man! It’s my birthday tomorrow, so some
school mates coming over to game...

310 pm

Hey Happy Birthday buddy!
How old you gonna be?

31 pm

Turning 14!
31 pm

I just turned 14 last month! Your party sounds like so much
fun. Wish I had celebrated my birthday the same way.

31 pm

Hey I have an idea, would you like to come over as well? It’s just
gonna be a whole bunch of us playing video games all day.

30 pm

Oh wow! I would so love to!
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312 pm

1 ive?
Cool! Where do you live? 312 pm

I'm at Gurukul Street. What about you?

312 pm
Whaaaaaat? I'm like not too far away from there.

Which school do you go to?
312 pm

St. Kabir of course!!!

313 pm

Ooh my dad is gonna be picking up my birthday cake from Royal
Bakery near your school around 12:30. Isn’t that the time your school
ends? He can pick you up and bring you over.

313 pm

Sounds like a plan. Let me just ask my mum though. She can
be so arrghhh sometimes. You know I just realized I don’t
know your name yet...gotta tell my mum who’s place I'm going
to. Even your profile pic is just a picture of an orange cap.

313 pm

HAHA, well, I love orange caps ok and that’s why I put it as my profile
pic. You'll meet me tomorrow and see what I really Look like. My
name is Kunal btw.

And even though we haven’'t met yet, I can guess your name is
Rushabh and you have short black hair, black eyes and glasses.

313 pm

Haha nice trick. You just got that information from my profile pic and username.
Anyways TTYL, need to ask the warden for permission

For the rest of the day, Rushabh was on a single mission - To get permission to go to Kunal's
party. He begged and begged his mum to let him go. She was a tough nut to crack as she
wanted to meet Kunal's dad first. But, unable to see Rushabh sulk all day, she finally gave him
permission.
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Game Qver!

The next morning Rushabh couldn't wait for
school to end. He rushed out and sure enough,
there was a man waiting for him who intro-

He quickly brushed the thought
aside and got excited again
about a day of playing video
games. Soon they were on their
way and Rushabh glanced
out of the window at the trees
whizzing by.
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Story 3: Online Predators

An online predator is a person or individual who coerces minors into illegal sexual activ-
ity. These adult predators use deceit to communicate with children over the Internet via
chat rooms, messaging apps, gaming consoles, social networking sites, forums, etc. They
manipulate their targets by gaining their trust and convince them to engage in sexual

activities, sometimes even offline.

Recognize the Warning Signs

Rushabh did not recognise many red flags displayed by the online predator posing as Kunall.
If only he had been aware of them, he could have stayed safe and would still have been alive.
It may be too late for Rushabh but it's not too late for you. Here are a few red flags you should
remember and look out for:

™ 1. They create fake personas or profiles to hide their true identity

Fake names instead of real names, fake profile photos rather than their real pictures - an
online predator loves to stay anonymous and does not want to be recognised. Any ques-
tions you ask them about themselves are usually brushed aside or vaguely answered
without providing any specific details.

™ 2.They get you to reveal your personal information

Seemingly harmless questions can reveal a lot about you, your location and your person-
al details. The school you go to, your favourite food or what time your parents get home
from work each day, online predators try and learn as much about you as they can and
use the information to hurt you. Be careful about the details you provide, especially when
communicating with strangers.

™ 3.They earn your trust and use it to manipulate you

Online predators know just what to do and say to gain your trust. They offer a listening
ear and are always there for you. You may not know them very long, but they make you
believe that you have found a genuine friend. You stop being cautious around them and
that's the moment they strike.

™ 4.They are very cautious, especially in public situations

Anonymity is the real name of the game an online predator loves to play. When out in
public, they take every precaution to blend in and not be noticed. The last thing they want
is to draw attention to themselves and be recognised.

How many red flags did you spot when reading Rushab’s story? Why don't you read it again
and spot the ones you missed out?
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You Should Also Know About Cyber Trafficking

Trafficking of children for sexual abuse is a sad and unfortunate reality of our society. All
arms of society - law and order, the justice system and various organizations fight hard to
save children from this dreadful life. Technology which is used for other criminal activities

discussed in this book, is also used for cyber trafficking.

According to Wikipedia, Cybersex trafficking, is a cybercrime involving sex trafficking and

the live streaming of forcefully carried out sexual acts on webcam.

The way cyber traffickers find their victims is described by the Oasis India Blog (https://www.

oasisindia.org/cyber-trafficking/).

One of the ways is that traffickers create fake websites or post advertisements on legiti-
mate employment portals and social networking websites. Some of these sites feature the
option of a live chat. This gives traffickers immediate contact and an opportunity to obtain

personal information, enhancing their power over targeted victims.

Traffickers also use location-tracking applications and global positioning systems in mo-
bile phones to determine the victim’s location, while cameras in smartphones used during
video calls enable traffickers to see their victims and their surroundings. Traffickers also
maintain control over their victims by threatening to release intimate photos or videos of

them to family and friends if they do not comply with their demands.

The illicit proceeds from this highly profitable crime are laundered online through crypto

currencies, which makes it easier for traffickers to receive, hide, and move large amounts

of money with less risk of being detected. (https://www.oasisindic.org/cyber-trafficking/).

Children of all ages are at risk of exploitation on the Internet. Certain characteristics and

behaviours can make children more vulnerable to trafficking; examples include:

+ Adolescent children seeking information about pornographic sites

« Children who grow up amid parental conflict and isolation, or having a history of phys-
ical abuse
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Story 3: Online Predators

Your Safety First

Here are a few steps you can take to ensure you stay safe when gaming online.
o Download social media apps from from genuine or credible sources.

9 Avoid revealing your real name, uploading your real picture or giving
out any personal information online.

Set and manage your safety settings, such as - limited or blocked
webcam access, passwords for in-app purchases, etc.

0 Block and report online predators or bullies.
e Avoid chatting with strangers or adding them to your friends list.
6 Do not make plans to meet online “friends” offline all by yourself.

Do not accept in-game gifts from strangers or other players you
do not know.

End of Story 3: Online Predators
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Online Gaming

This is a real incident on online gaming sourced from various news publications.

23 May, 2022 Goblej Village, Kheda district, Gujarat.

The 16-year-old boy and his 1-year old young
brother were playing an online game on a mo-
bile phone by taking turns with each other on
one mid-day.

When it was the elder one’s turn to play the on-
line game, the younger boy refused to give him
the mobile phone. In an intense anger, the elder
brother hit his own brother with a large stone.

After the younger one fell unconscious, the
teenage boy meticulously tied a large stone
to his brother and threw him in the well where
there was no one else. Then the teen escaped
to his home town which is in Rajasthan.

This incident has been reported as an example
of addiction to online gaming which led a teen-
ager to kill his own brother. This is an irreparable
loss to the parents who are migrant labourers
from Rajasthan working in a farm in Goblej vil-
lage.

A paper published in Gujarat research soci-
ety says that playing online video games with
friends or known persons may result in the

» Moderate effect in the behavioural charac-
ter of players.

 Rise in positive attributes towards aggres-
sion.

+ Video games are the remarkable indicators
of violence and crime.

The same has been witnessed in this real inci-
dent. Online gaming is the virtual place where
anyone can play games using mobile, con-
soles, computer, portable gaming devices with
internet features.

With the introduction of affordable smart-
phones and strong internet connectivity even in
tier-3 towns there has been a sharp increase in

social media usage across all over India. Even
young children then tend to confine their enter-
tainment to smart phones.

A psychiatrist from Nalanda medical college
and hospital says that getting engaged in on-
line games for too long can negatively affect
the mental health of teenagers.

The American Psychiatric Association reports
the following symptoms of gaming disorder:

1. The urge to spend maximum time on
online gaming can affect the academic
performance of children.

2. The inability to withdraw or quit a game
leading to mental distress like anxiety, irri-
tability and depression.

3. Aloss of interest in outdoor activities lead-
ing to health problems due to less physical
movement.

4. More exposure to online games can im-
pact the sleep pattern and decrease sociall
interaction.

There are also positive sides of online gaming:

1. Itis likely to keep children away from drug
addiction which deteriorates their physicall

health.

2. It increases visual and spatial skills in chil-
dren.

3. Itimproves critical thinking.

REFERENCES
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- https://zeenews.indic.com
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Cyberstalking

Staying safe from cyberstalkers

Aarti opened her eyes and rubbed the sleep out of
them. She picked up her phone to check the time. But
something else grabbed her attention.
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She scrolled through the notifications. Sure enough, all
of them were from AlphaMale69. This had been go-
ing on for a few weeks now. Her Instagram, Facebook,

Twitter and other social media apps had been flooded
with likes and comments from him.

She clearly remembered the first time it happened.
She had uploaded a post-workout picture of herself
on Instagram. It got way more attention than she ex-
pected, mostly from AlphaMale69. In a few minutes he
had liked a whole bunch of her pictures.
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Overview

We all love a little attention! Sure,
most of us pretend it doesn’'t matter.
But, in some way, it really does - the
number of likes on the photo we up-
loaded, or the cute boy from class
who liked the story we posted, or the
comments that tell us how amazing
we are - it's all one big ego boost.
But sometimes a boosted ego can
block our view of the real picture.
Read the story of how Aarti learned
that sometimes attention could be
dangerous.

Learning Objectives

1. Recognize ‘red flag” behavior
patterns to identify a cyber-
stalker

2. Understand the dangers posed
by a cyberstalker

3. Learn how to deal with a cy-
berstalker

4. Learn best practices to protect
yourself from a cyberstalker
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Story 4: Cyberstalking

Initially she was quite flattered with the attention. It was definitely boosting her social media
presence and influencers could make some good money nowadays. But soon it started to get
annoying. Every new post she put up seemed to find AlphaMale69 ready and waiting. He was
always the first to comment and kept using heart emojis.

AlphaMale69 commented on your post:

o~ (0~ (o~ (o~
v v v e

AlphaMale69
W ¥ ¥ Ufff..so hot!

fO

It wasn't long before he started commenting on her other social media ac- gy
counts as well. He was everywhere.

Today, Aarti had had enough. She decided to do something. She had spoken to her friends and
they advised her to block him immediately. It seemed like a good idea. She quickly blocked his
account on all her social media pages.

Aarti went on with her day as usual, glad she was finally rid of AlphaMale69. Busy with school
and classes, she barely had time to glance at her phone. Later that night, she finally checked
her phone. She had uploaded a cute #sunkissed photo of herself earlier and was curious to
see how many comments it had received.

f OMG! She was so excited. Hopefully she would meet
- some more new and like-minded friends.

Return of the Stalker

But her excitement was short-lived. She
scrolled through the notifications and was
shocked to see that most of the comments
were from an unknown account - Big-
Bang69.

And they all had those same heart emojis
that AlphaMale69 used to keep using.

Wait!'Wasthisthesameperson?
It had to be him.

Hemusthavecreatedanotheraccount.
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Suddenly she received a DM alert from BigBang69. She nervously decided to open it. Attached
was a photograph of her from the coffee shop she had visited the day before.

Howdid hegetthat?

When did he click e Cutie, why you block me? Let’s meet
) . for coffee! I show you I'm good guy!
thispictureofher?

She was really worried now. The next day, her friend Shalini sent her a screenshot. It was a
Facebook account with Aarti's name and picture. But Aarti hadn’t made it. Someone else had
downloaded her picture and created the account. They were posing as Aarti and contacting
all her friends. It had to be him!

Aarti was losing her mind. She was scared to look at her phone or even go outside. He seemed
to be everywhere. Blocking BigBang69 was not enough. He would just make another account
and keep harassing her.

. Another message from BigBang69 popped up. She opened it to read it.

< e BigBangé69 Aarti couldn’t believe it. She had put up a post
a few days ago about being excited to watch a

new movie that was releasing. BigBang69 knew
Hi cutie...I see you like movies a all about it. Worse still, he seemed to know exactly
LSBT ol e sl uiot] where she lived. How many times had he followed
her home? Aarti was really afraid now.

We be friends ok? I pick you up
from your house tonight and we
go for movie. I have seen you
many times going home from
your school.
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Aarti decided to approach the
cyber-cell and lodge an offi-
cial complaint. She collected
screenshots of the comments, AT
photos and other evidence to :
show the officers. She knew this

would make it easier for them i
to build their case and end this
nightmare.

o

The officers at the cyber-cell
division were very helpful and
listened to Aarti’s story. They commended her courage for coming forward and speaking up.
They assured her that the evidence she collected would help them quickly find the cyber stalk-
er and bring him to justice so he would never bother her again. She was safe from him now.
Aarti was so relieved.

The officer handling her case also wanted to help her protect herself better.

He first explained to Aarti who a cyberstalker was.

Imagine being followed all day by someone you don’t know, don’t want to know — someone
who has expressed illicit and unhealthy interest in you (like sexual or violent). Such an act
is called stalking. And a person who commits such an act is called a stalker. When a stalker
uses electronic communication like emails, mobile based messaging or social media to
stalk you, it is called cyberstalking. Most cyberstalkers are motivated by lust, anger, re-
venge or they just want some form of control on your life. The victim ends up suffering from

intense emotional and mental distress.

Recognize the Warning Signs

The officer then listed a few red flags that could help identify a cyberstalker.

™ 1. They are obsessed with the victim and keep trying to contact them
through messages, chat, etc.

™ 2.They obtain private information about the victim that the victim
did not provide or give them.
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™ 3.They keep tracking, monitoring and stalking the victim.

™ 4.They show up unannounced at the victim’s work, home, favourite social
spots, etc.

™ 5.They harass the victim’s friends and family.

™ 6.They shower the victim with unsolicited gifts and favours.

How to Stop a Stalker

Next, the officer asked Aarti how she would stop a cyberstalker. Here is what Aarti thought she
could do. What do you think?

Ignore them Report them
Meet them Block them
Document them

Let’s take a closer look at each of the above options.

Ignore them (©)
A stalker is trying to connect with you and build some sort of relationship. By not engaging
with them you are creating distance and showing them that you are not bothered by them.

Meet them .
Engaging or meeting a stalker is a big no-no. Even if they ask to meet in a public place, you
should strictly avoid any sort of contact.

Document them @

Take screenshots, pictures and save any evidence of communication from the stalker. This
will help you build your case and is important to keep in case the stalker deletes their online
activity. If possible, secure evidence of offline activity as well such as the stalker turning up
at your place of work or home.

Report them @
If you sense you are a victim of cyberstalking, report them to the police or cyber-cellimme-
diately. You will get the support you need as these cases are taken very seriously.
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Block them .

Blocking a stalker sends a clear message that you are uncomfortable and do not want any
sort of interaction with them. However, while some stalkers may leave you alone, there may
be others who see this as a challenge. Rather than leaving you alone, they may use other
ways to contact you - like creating another fake account or even showing up at your place
of work.

Now that Aarti was clear about how to deal with stalkers, the officer also instructed her on a few
simple ways she could keep herself safe from them to avoid a similar situation in the future.

You Should Also Know About Stalkerware N

In recent times cyberstalking has become more dangerous due to the use of an app called
stalkerware. A stalkerware is a malicious software that can be installed in your phone by a

stalker, usually without your knowledge or consent.

The Coalition Against Stalkerware defines ‘Stalkerware’ as tools — software programs, apps
and devices — that enable someone to secretly spy on another person’s private life via their
mobile device. The abuser can remotely monitor the whole device including web searches,

geolocation, text messages, photos, voice calls and much more. (https://www.malware-

bytes.com/stalkerware).

Once itis installed in your phone, this app can track every activity that you do on the phone;
who you called, for how long you spoke to that person, time you spend on social media
and also the various locations you visit. In some extreme cases, this app can also activate
your phone camera without you knowing about it and take pictures or a live video feed. All
this data is then sent to the stalker. The app is so well hidden in your phone and works so

smoothly you don't realize anything is wrong. This is how dangerous stalkware is.




Story 4: Cyberstalking

Your Safety First

Here are a few steps you can take to ensure you stay safe from cyberstalkers.

o One of the first things you can do to stay safe from stalking is to instaill
anti-stalking software on your mobile device.

e Stay vigilant to cyberstalking by being alert to your followers on social
media.

If you feel someone is making you feel suspicious, scared or unsafe,
talk to your parents or someone in your family or friend circle.

Check your account settings and keep your social media accounts
private. Limit those on your friends and contact list to those you know
and trust. You can also turn off location tagging via settings.

Besides your online safety, your offline security is equally important.
Assess the safety around your home, the routes you take or the places
you hang out.

comfortable or anxious whether online or offline.

Do not talk to respond to anyone you don’'t know or recognize.

Do not agree to meet a cyber stalker or stranger, even if it's in a public
place.

Report a cyberstalker to the police or cyber-cell immediately.

©
(4]
(5
6 Stay vigilant and aware of anyone that makes you feel suspicious, un-
(7]
(8]
(9]

End of Story 4: Cyberstalking «/
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Cyberstalking

Here are two separate incidents on cyberstalking sourced from various news publica-

tions.

Incident at Rajkot
27 Feb, 2022 Bhagvatipara, Rajkot, Gujarat.

The social media account of a girl studying in
class XI was misused by a 25 year old vege-
table vendor from Bhagvatipara. He had been
stalking the girl with the mal intention of phys-
ical abuse. He eventually downloaded her pic-
tures and morphed the pictures in an obscene
way. He then posted these morphed pictures on
his account. His post went viral. He also shared
these morphed pictures with the girl and black-
mailed her.

Incident at Junagadh

Manavadar, Junagadh, Gujarat.

In another incident, a 16-year old girl was ha-
rassed on social media. A young man, 28 years
old and a resident of Manavadar downloaded
the girl's pictures from her social media ac-
count and morphed them with pictures of nude
models. He then blackmailed the girl for near-
ly two months in return for sexual favours. The
girl informed her father about this when she felt
that the situation was out of her hands.

The cybercrime cell arrested both the accused
under IPC 354(0) (b).66(c) and under the IT act.

How did these two school girls fall into the so-
cial media harassment trap?

Social media accounts can be private or public.
When they are public, anyone can access the
account to view their posts. The accounts have
an indication to show whether they are public
or private. Offenders usually target public ac-
counts because they are easier.

How can you protect yourself from these of-
fences?

One of the best ways to protect yourself is to
make sure your account is private i.e your fol-
lowers get your permission to view your posts.

REFERENCE

- https://timesofindia.indiatimes.com
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Trolling

Staying safe from trolls

Bhavin had been staring at his laptop screen for the
longest time. "My face looks really funny nah? | knew
it” he groaned. “Cmon Bhavu, you look amazing as
always’, his best friend Chetana replied. “Especially
when you dance.”

“Ok ok! Let's upload it then”, Bhavin cheered up imme-
diately. “Omg! 'm so nervous! My first dance video on
my YouTube channel. | can’t wait for everyone to see
it.”

“I'm sure everyone is going to love it , Chetana chirped

in, “You are going to be super famous. And most im-
portantly, we will BOTH be rich..very very rich”, she
added with a smirk.

Bhavin and Chetana were best friends. Bhavin loved
to dance. He had won the school talent show that year
performing a wonderful contemporary dance routine.
The victory encouraged him to take dancing more
seriously and he decided to start a YouTube Channel,
with a little help from his bestie Chetana, who was a
whiz at making videos.

Overview

We always want more in life. Espe-
cially when it comes to fans, views
and comments on our social media
updates and uploads. But opening
our social media door to strangers
can lead to a number of unwant-
ed guests wandering in. Read on to
know how Bhavin learned the hard
way that his efforts to increase
his fan base would be a move he
would regret making.

Learning Objectives

1. Understand the extreme
impact trolls have on their
victims

2. Learn how to recognize trolls

3. Learn the best ways to deal
with trolls
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Story 5: Trolling

The dynamic duo spent the next few months
planning, rehearsing and recording the first
dance video. They wanted it to be super per-
fect. After countless hours of work the video
was finally ready and they were excited about
sharing it with their family, friends and class-
mates.

‘Annnnnndddddd done! Your video has been
uploaded! Fame and fortune here we come,”
Chetana said happily.

*ging BiNg
*Bing B|ng e %

e B

Within no time they saw their video flooded with
comments.

Jignesh
Kya baat hain! Loving those moves! ‘.’

Bhwdn I
X nhxrime

Shirley
0 Corm ments This video got me excited to dance as well!

Harshal® zmhukes ago
Girgat pbBhavin! Proud © b wour clazzmaie!

VarshaPai=l 4 mhutes ago

Uneleand lars poud of wou Bhaw! Kes pit up! He has been
dancing all day watching wou .

44



g P
\ N NY
BoomBox1998 SRS AR 4
That’s mah buddy! Rock on Bhavin!
XX Fshah
Bhavin Beta, God bless you and

your dancing talents. Lovely video!

Bhavin and Chetana could not believe
it! Their video was getting an amazing
response.

Bhavin 21
50 subscribers

“This is so cool! | knew everyone would
love it! Just look at the number of fans
we have already!”, Chetana exclaimed.

‘Maybe we could change our video set-
tings? Right now it's on private setting

This is really so only our family and friends can see
something Chetu, but it. But if we make it public, everyone will
is there a way we can be able to enjoy our video. That is sure
reach more fans? to increase our views and fan base.”

Chetana responded.

“Let’s do it!” Bhavin said enthusiastically.

In a few clicks Chetana had changed the video settings to public.

Story 5: Trolling
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*Ring BING .

The comments kept coming in. But this time, they were a little different.

® Spingoo
U call this dancing? It looks like u need to pee!

® Govind
Couldn’t watch for more than 2 seconds! Amateur performance! '

® SadY
Open your books and take down this YouTube channel for everyone’s good!

® Moksh Sejal

a
Funniest thing ive seen! Haha. Where can I watch more of this crap? g@
= Pritams
The idiot put up all his social media handles here. I checked them out. U are in
for a treat. e
2 Loki
Thanks for the info g Definitely ready for some more entertainment.
® Jini
M \Vaiting for this video to end!!!
® Champs21
a
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Bhavin and Chetana were aghast. This
was not what they were expecting. Why
were people being so mean and rude?

Over the next few days, the comments
got even worse. Bhavin found himself
trolled everywhere, even on his social
media pages.

f

JholBro

What a loser! You should
go Kill yourself!

Like Reply

Feelingfune

Most ugly B*&"H ive seen

Like Reply

©),
Truth123

Dancing is for gurls!

Advit23

Maybe you should record a video
PDham of you killing yourself next. That
Just stay in school and off the would be more entertaining.

dance floor.
Q12 ™ Q& o

SureshK

Hey Bhavin, give me a lapdance! ShonaRona

Try bellydancing next time. You
look like a big whale already!

O12 ™ V)

Bhavin couldn’t sleep. He couldn't eat. Eoch comment felt like a deep cut. He tried to reason with
the trolls and plead with them to stop, but it only made things worse.

He was feeling alone, powerless, exposed and depressed. He refused to go to school and stayed
locked up in his room all day. His parents couldn’t understand what was wrong. He switched his
phone off and refused to talk to anyone, not even to his best friend Chetana.
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A Step in Time Saved a Life

Bhavin continued to remain detached from
everyone for several weeks. One day, Bhavin's
aunt, Nina, came to visit them. She had seen
Bhavin's dance video and praised lovingly, in-
quiring when his next video would be uploaded.
Never! He snapped and rushed back to his room.
Aunt Nina was a little taken aback at this be-
haviour. Bhavin’s mother explained to aunt Nina
that Bhavin had not been himself lately. Hav-
ing raised her own two daughters through the
troubling teenage years, she quickly understood
what was going on with Bhavin.

She tried to talk to Bhavin. But he locked her out.
She was patient with him and by dinner time, he

Story 5: Trolling

finally allowed her into the room. She asked him what was troubling him. Bhavin choked and
broke down. He sobbed uncontrollably and said how he felt like ending his life. Aunt Nina called
Bhavin's parents in the room and everyone gave him a tight hug and assured him of their un-

derstanding and love. Imagine the consequences had aunt Nina not noticed this.

Trolling might seem like a joke to most of us, but it can have a serious emotional and psycho-
logical impact on its victims. And sometimes, not everyone is lucky to have a sensitive and ob-
servant aunt Nina around them. The consequences can be tragic. Let us find out more about

trolling and identify means to stay safe fromit.

The word ‘troll’ comes from mythology. A troll is a mythical creature who is an ugly dwarf
or a giant. In social media, a troll is a person who deliberately posts insincere, off-topic or
inflammatory messages online with the sole aim of causing arguments or conflict. They

aim to upset someone, get attention and cause trouble. Trolling is usually done to disturb

the harmony of communities.

Trolling can happen on all social media platforms like Instagram, Twitter, Facebook. And
if you think trolling happens to individuals, look at one of your feeds of a celebrity or an
organization - it happens to them too. Trolling may not always be as obvious as was in
this story - it can be subtle, like a backhanded comment on weight gain or lack of intel-

ligence. Whatever it is, trolling is done to make the person feel bad and feel small. That

is the trap to avoid.

48



Story 5: Trolling

Recognize the Warning Signs

1.No Logic

Trolls are not interested in facts and evidence. They are looking for an argument, not a
discussion.

2. No creativity

Trolls usually respond to arguments with childish insults and a condescending tone. They
malke little sense and are designed to infuriate and frustrate the victim.

3.No middle ground

Trolls talk in absolutes and extremes. They use words like “Always” or “Never”. This is purely
done to fuel an argument and usually works very well.

4. No single-minded focus

Trolls love to post random comments, memes or anything that distracts from the actual
topic of discussion. They love to cause chaos and disruption.

Trolling is thus a form of cyberbullying, where the perpetrator’s aim is to create offence
and disruption. Trolls love to garner attention with their choice of abusive, hate words and
ability to demean. They target anybody and anything online- to spread negativity, cre-
ate chaos, and show off their snarky skills. They take pleasure in making random strang-
ers feel hurt, angry, humiliated and degraded - typical aggressive online behaviour.

Dealing with Trolls

All of us will probably encounter a troll at some point of our online journey. What do you think
is the best way to deal with trolls?

Keep your accounts private Ignore

Fight back Distract them

Block and report

Let’s take a closer look at each of the above options.

Keep your social accounts private @

Restrict your friend list to friends, family and people you know. When you give access to

public, you expose yourself to trolls, bullies and online predators. Nip the problem in the
bud right at the source.
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Fight back .
Arguing with a troll is like arguing with a wall. They are not bothered by what's right, log-

ical or factual. You will only frustrate yourself, which is exactly what they want.

Block and report @

If someone trolls you, immediately block and report them to the social media platform.

This is the best way to deal with a troll and put an end to their harassment.

Ignore ©

Ignoring a troll is one of the best ways to deal with them. A troll is looking for a reaction,

preferably an angry one. If they don't get the attention they seek despite repeated incen-
diary posts, they lose interest.

Distract them with humour or kindness @

It might be a long shot, but responding with humour or kindness rather than aggression
can sometimes help pacify a troll.

Here are a few steps you can take to ensure you stay safe from trolls.
Keep your social media profile settings on private and not public.
Set a strong and unique password and keep changing it regularly.

Use apps that care about your privacy and security and have fea-
tures like moderation, flagging/reporting, etc.

Turn off comments to your videos.
Do not share your personal details online.

Do not allow apps access to your contacts, location, Google account
and other social media.

O 09000 000

Avoid streaming on live streaming platforms as you can be a target
for cyber bullies.

End of Story &: Trolling

50



act
ile

Trolling

Here are two separate incidents on trolling sourced from various news publications.

Incident at Kheda District
30t Jan, 2022 Kathlal town, Kheda district, Gujarat.

One of India’s leading newspapers reported
that a man was attacked by a mob when he
had been out for a night walk with his neigh-
bourhood friends. The man had allegedly post-
ed derogatory comments about another com-
munity on social media.

The man’s social media posts had insulted the
religious sentiments of the particular commu-
nity.

In reciprocation, people from the community to
which the man belonged counter attacked the
mob.

Social media posts erupted communal tension
among rural communities.

A Kathlal police station said that FIRs were
lodged against both the persons under IPC sec-
tions pertaining to rioting armed with deadly
weapons, unlawful assembly, voluntarily caus-
ing hurt, intentional insult as well as other of-
fences.

Incident at Bharuch
1™ Dec, 2021 Bharuch, Gujarat.

Another incident took place in December 2021
over the death of General Bipin Rawat, Chief of
Defense Staff(CDS) of Indian Armed Forces(l-
AF), his wife and his crew in an IAF helicopter
crash in Tamil Nadu.

On one hand, the nation was mourning the
death of the chief of IAF, on the other hand, a
group of people were celebrating the death by
posting derogatory comments in social media,
doubting the Defense strength and kindling re-
ligious biases.

The accused were arrested from various parts
of the country.

In Gujarat, a man Firoz Dhawan was drrested
for his hurtful facebook posts about the incident
under IPC section 153 (giving provocation with
intention to cause riot), 153 (B) (imputqtions
prejudicial to national integration) and 504
(intentional insult to provoke breach of peace)
besides provisions of the Information Technol-
ogy Act.

Diwan used objectionable words against Gen-
eral Rawat that hurt the dignity of his position
and feelings of people and the Armed Forces.

According to a 2018 year report by Ahmedabad
based Human Rights organisation, 46 percent
of the communal violence occurred due to the
spread of hatred messages over social media.
In terms of numbers, of the 13 communal riots
that occurred, 6 of them were mainly due to
sending hatred messages about other commu-
nities in social media like Whatsapp. The com-
munal riots mostly occurred in the rural areas
of Anand, Morbi, Kheda, Gandhinagar, Idar, Sa-
barkantha, Dahot, Panchmahal and Vadodara.
Ease of availability of smart phones and...
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.. 4G network at affordable price is seen to be a
contributing factor. Besides riots, the organisa-
tion analysed the financial loss incurred to the
tune of Rs. 2.62 crores in these 13 incidents.

Trolling is another means of online harassment
with the intention of pulling down another per-
son's thoughts by sending nasty comments,
text messages or emails. Rapidly growing com-
munication technologies enable offenders to
circulate messages or images constantly.

The two incidents show how misuse of social
media can harm us.

Trolling

REFERENCES

» Two groups clash in Gujarat over social
media posts on religion- The New Indian
Express

« Social media trolls get abusive, inhuman
(thehansindia.com)

» Gujarat: Man Arrested for Posting Derogar-
tory Remarks About Gen Bipin Rawat on
Social Media (newsl8.com)

» Gujarat tops in social media users via
smartphone - Times of India (indiatimes.
com

» ‘Social media spreading hatred in rural
Gujarat’ - Times of India (indiatimes.com)
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Sexting

Staying safe while using messaging apps

DING! P Shivani rushed to her phone. She opened
@ — herchatappandsure enough there it was

- a message from Krish, the most popular

boy in her class. They had been chatting

with each other a lot, and things were getting exciting.

Recently, Krish had begun
asking her to share her ..
intimate pictures with
him. This was the

first time anyone g
had asked her to do
something like this.
All her friends kept tell-

ing her how much fun it
was. She found the thought

quite exciting, though she was a little scared as well.
She didn't know what Krish would do with the pictures.
Imagine if he shared them with other people. Besides,

she had learned in school that sexting was illegal even
if it was consensual. She didn’t want to get in trouble
with the police.

She wanted to refuse, but Krish had a charm that
could be very convincing..

ﬁ Hey, missed you so much today!

9
3

Missed you too!

"

(N4

ﬁ Wish you were here right now. @
I wish you were here right now. @ Ay
(N

Overview

Messaging apps have trans-
formed the communication
game. Whether it is sending an
update to your parents, getting
study notes or even sharing hol-
iday pictures, they are quick and
convenient. But are they real-
ly safe? Shivani and Krish found
out that not everything should
be shared if you truly care about
safety. Read their story to learn
more.

Learning Objectives

1. Understand the risks and
consequences of sexting

2. Understand the safety lim-
itations of messaging apps

3. Learn best practices to pro-
tect your privacy
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Oye! If you are going to copy me, you should copy everything ;)

What do you mean?

Well, I did send you a very special picture last night,
> but you didn’t send anything back... ==

I wanted to okaaaay...but, what if
you don’t like what you see? &;

Cmon Shivs, it’s me. I'm sure I'm going to love it! 'S

I don’t knowwww....... Ok, gimme a
minute...but you better delete it!!!

Story 6: Sexting
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Steamy conversations between Krish and Shivani soon became a regular affair. They started

sending each other intimate pictures often.

A Chat Snapped

Then one night, Shivani was just about to get to bed when her ringing phone startled her. May-

be it was Krish. He was at a party and she had just texted him a steamy picture to tease him.

She looked at the name flashing across the screen. It was her bestie Richa. Why would Richa

be calling so late?

SHIVSWHATTHEHECKIS
WRONG WITH YOU?




Story 6: Sexting

Richa

‘ﬁ

Shivani

Richa

Shivani

.
y

(

Shivani hung up and curiously opened the Class group chat.
This was a chat group for all her classmates to share import-
ant school information. But what Shivani saw was not the
usual kind of posts. They were pictures..of her, posted by

Krish! The private ones she had sent him that he promised
to delete.

Shivani was so shocked and upset.
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She immediately called Krish. How dare he post her pictures..and on the class chat group no
less!

Krish

TR ﬁf%

Shivani

Krish

Shivani

Sending a Wrong Message

Shivani hung up. She was feeling horrified and stupid for trusting someone like Krish. Worse yet,
she was terrified and embarrassed. All her classmates had seen the pictures and had probably
forwarded them to their friends. Her life was over. She should never have agreed to send any
photos or anything.

Krish was equally horrified as well. He had opened up the group chat and was shocked at what
he saw. He hadn't uploaded any pictures of Shivani. Sure, he had lied about deleting them, but
he would never share them. How did they end up posted by him on the group chat? He didn't
seem to understand.

56



Story 6: Sexting

He looked around and saw his cousin Buntu laughing in the cor
of the room. Suddenly Krish realized what happened. His phone
had gone missing for a little while after he had left it on the
table at the party. He wasn't sure if he had locked it when he
left it. And Buntu was the one who had “found” it and returned
it to him.

Buntu must have seen Shivani's photo pop up as a notification.

was probably the one who had found the rest of Shivani’'s pho
and shared them on the class group chat. He knew everyone w
blame Krish. He had ruined and embarrassed both Krish and Shi
worse yet, Buntu seemed amused by what he had done.

Krish was so angry, he wanted to really hurt Buntu.
But how would that even help now? Even if he de-
leted the pictures from the chat group they were
all out there online already. Who knows how many
people had already downloaded it and shared it?

Krish and Shivani were in a real mess. There is
nothing they can do about the leaked pictures. If
only they had been more careful!

The word ‘sexting’ derived form ‘texting about sex, is the act of sending or receiving sexu-
ally explicit text messages, pictures or videos via your mobile, laptop or other device. In this
case, just because Shivani and Krish are consenting to send each other pictures, does not

make them less guilty.

Sending or receiving photographs or videos of yourself or someone else is illegal and you

can be charged and imprisoned or fined.

So what can you can do to stay safe? Let’s look at a few simple rules you should follow -

Keep it private

Never ever share your personal pictures, documents, passwords, bank information or
any other important, sensitive or private information on chat. You can never tell who is
going to save or share your information.
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~. Keepitlocked

Always lock your devices when you are away from them. Add a 2-factor authentication
and strangers will have to think twice about even attempting to access your device.

<. Keep it secure

Add that extra level of security by using the app lock feature. This can be done via a pat-
tern, PIN, password, or your fingerprint.

‘. Keepit hidden

It's safer to mute or hide notifications from chat apps. They should be for your eyes only.

Your Safety First

All of us use messenger apps every day. Here are a few steps you can take
to ensure you stay safe.

o Avoid sending anything on chat that you could possibly be em-
barrassed by.

9 Do not send intimate pictures or videos to anyone as it is illegal.
Always keep your phone locked and use 2-factor authentication.
Password-protect your chat app.

Mute chat notifications.

Avoid sharing personal information online.

© 0 00

End of Story 6: Sexting +//
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Social Media Addiction

Staying safe from social media addiction

Praveen took a deep breath. This was his moment. It
was all up to him now. He closed his eyes and swung
as hard as he could...

*CRACK

All around him he heard a loud cheer. He did it! He
smashed a six off the final delivery to win the cricket
match for his school team.

His teammates were ecstatic. But the happiest person
there was his older brother Naveen. He took hundreds
of pictures of Praveen playing that game with grace
and poise.

During dinner, all the brothers could talk about was the
winning hit. Naveen also showed the pictures he had
taken. Praveen loved them and decided to post them
on his Insta page.

The next morning

Praveen woke up
Ml et to more than a
hundred likes and
comments on his

cricket posts.

Anuragl3 o
You are legend! ./

W Varsha
I think I've become a cricket ()
N
@ =hd fan because of you &

185 Nkea -
Chirag123

You are the next Sachin ©
LijoeVora —

10th grade and already sO ¥
much talent!

LosMamba

Overview

What comes to your mind when
you think of addiction? Drugs,
alcohol, even food or work are
some of the addictions we hear
about. But social media addic-
tion? That is something new and
unfamiliar, but very real. It is said
that social media companies in-
vest tons of money to make their
content more appealing. The
likes and comments you see on
your posts release dopamine
- the happiness chemical. The
more we need that happiness
chemical, the more we reach out
for social media. Most of us have
developed social media addic-
tion. When it is not to a great de-
gree, it is okay, but when this ad-
diction becomes intense, it can
be a problem.

Learning Objectives

1. Understand what social
media addiction means

2. Recognize the ‘red flags™ of
social media addiction

3. Understand the emotion-
al, physical and mental risk
caused by social media ad-
diction

4. Learn how to deal with social
media addiction



Story 7: Social Media Addiction

Praveen was thrilled. The cricket posts were getting some real attention. He asked his brother if
he could take more pictures and videos during his next match. Naveen gladly agreed.

Praveen’s fan base kept growing and he was really enjoying the sweet taste of success. He
decided to put up posts from his regular day as well.

Soon everything Praveen did was for his social media posts. One evening when his mother
prepared a shack for the family, Praveen made a fuss until she plated it on a fancy dish and
wouldn’t let anyone eat it till he had taken his pictures for social media.

High on the sweet taste of social media ‘likes’ Praveen be-
lieved that the world loved him. Soon, he started posting
a lot. That delicious plate of pav bhaji he enjoyed after tu-
tions, a funny story of how his cycle tire got punctured, his
work-out routine. He went on to make reels; like him walking
around the neighbourhood. One day he even made a video
about the unboxing of a mixer grinder that his father had
purchased.

0Qvy W

@ 120 likes

Qv W

@ 85 likes

O

A

Qv

@ 135 likes

“
A
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Now on the Back Foot =CLICK pOST

Very soon posting became an obsession with Praveen. Be it a fancy car on the road, a new
show, a new shirt, an outing with friends, looking miserable with a cold, everything was clicked
and posted. The click—post obsession developed into a click-post-check (for likes) obses-

sion.
- cuck Post

Praveen was doing the click-post-check
routine everywhere - while eating meals,
while watching TV, while talking to friends.
His parents, friends and teachers were
annoyed with this obsession.

= CL\C\Q

g aveen, his elder brother, was more than just annoyed. He
was worried. Praveen’s behaviour had become unpredict-

able. Sometimes he was very happy and sometimes he
looked distant and disconnected with everything.

Naveen realised that this unpredictable, mood swing-like

behaviour was due to Praveen’s social media activity. He
could tell that when Praveen looked happy it was proba-
bly because he had got more likes. And fewer likes meant
s happiness, more irritability. Naveen, who also followed
en on social media, had understood how this obsession
with likes was messing with Praveen’s mental health.

Caught and Bowled

The effects of this obsession started to show on Praveen. He was irritable and short tempered
all the time. When a recent power cut in his house led to a disconnection of his wi-fi, he lost his
cool because along with his connectivity. Praveen seemed less and less like his older self; the
smart, confident budding cricketer who had made his school team win just a few months back.
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He lost interest in meeting his family and friends. He distanced himself from his cousins with
whom he was very close. And he just could not get around concentrating on any task. He was
no longer interested in studying and his class tests scores showed exactly that.

This was not a good thing to happen to Praveen. He was in the 10th grade and he needed to
put his best effort, give it that great shot. But all his energy and focus was on his social media
accounts. Praveen was trapped in the click—post—check world, where only his online life mat-
tered. His real life did not exist.

tried talking to Praveen, counseling him, advising him.
explained to Praveen how social media was not real life.
he likes, shares and followers didn't really matter.

Praveen understood this voice of reason. But sadly,
he just could not help himself. He had stopped play-
ing cricket due to his upcoming board exams. This
gave him even fewer opportunities to post his crick-
et photos. Fewer cricket photos meant fewer likes. And
raveen found himself sliding on a downward spiral of
is called social media addiction. Like it happens to so
ocial media addiction creeps upon us unknowingly and
had done to Praveen.

When you show a strong dependence on something, when there is a behavioural and
psychological impact on you because you need something, it is called addiction. If that

‘something’ is social media, it is called social media addiction.

People who have social media addiction need to compulsively keep using social me-
dia in one way or the other. They need to continuously be on it - scrolling through posts
and stories, sharing content, checking likes, views & comments, etc. to the point that it
becomes harmful for them and can often lead to feelings of loneliness, anxiety and de-
pression.
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Recognize the Warning Signs

There is no formal medical diagnosis to ascertain if you have social media addiction. Though,
a psychiatrist or mental health professional can define whether you are displaying any signs

or symptoms.
Here are a few red flags that need attention:

™ 1. Your daily social media usage is much higher than intended.

™ 2.You are desperate for more likes, comments, shares and follows on anything
you post.

™ 3.You experience frequent urges to check social media.

™ 4.You spend so much time on social media you end up cutting down on other
activities or hobbies you enjoy.

™ 5. Your attempt to cut down on social media usage has been unsuccessful.
™ 6. You experience mental, physical and emotional discomfort.
™ 7. Your ability to work or even perform daily tasks is impaired.

™ 8.Your social media usage causes conflicts in your relationships.

What are the Consequences of Social Media Addiction?

There are a number of harmful and negative effects caused by social media addiction:

You constantly compare yourself to others and suffer from low self-esteem, anxiety and
depression.

You tend to isolate yourself from others resulting in feelings of loneliness and
embarrassment.

A strong sense of FOMO (Fear Of Missing Out) is commonly observed resulting in feelings
of exclusion.

You experience unsettled sleep patterns and reduced physical activity that affects your
overall health.

You cannot concentrate on your studies and your academic performance begins to suf-
fer.

You feel extreme withdrawal symptoms when you are offline or unable to use any social
media apps or websites.
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Your Safety First

To overcome social media addiction, you need to make a change. It does not
have to be an extreme change like giving up social media completely. Just
follow these few simple steps.

o Reduce or delete the number of social media apps from your smart-
phone. This will also help reduce the overall amount of time you end up
spending on social mediai.

9 Keep your phone away when studying, during meals, in the bedroom
and during recreational activities.

Reduce the temptation to check your phone by restricting the notifica-
tions you get via settings on your social media apps.

Try and keep a certain amount of time each day for social media use.
Avoid using social media during any other time.

Keep yourself occupied and enjoy a hobby or passion that’s not relat-
ed to technology like music or sports classes.

Make it a priority to meet up and spend time with your friends and
family in person.

Give yourself regular breaks from social media to help you reset and
get in touch with the real world.

© 000 6 00

Several mobile devices provide daily or weekly alerts showing time
spent on screen as compared to the previous day. This should be a
good indicator for you.

End of Story 7: Social Media Addiction //



A Few Terms FYI

1

Knowledge Check

In what way are the two terms ‘Internet’ and ‘World Wide Web’ different?
Select the best option.

a. Internet and world wide web mean the same thing; these terms can be used inter-
changeably.

b. Internet refers to the hardware network on which the content like websites, software
applications and platforms run. The content refers to the world wide web. Collectively, it
is called being online.

c. Internet refers to the websites and world wide web refers to the content we add through
social media.

A new music video has just been released. You are excited to listen to this song with your
friends. When you meet them, you log in to your music video account and play the video
and enjoy the song with your friends.

Would you say this video is an online video or a digital video?

. Your family enjoys seeing your parents’ wedding album. After so many years now, the pic-

tures have started to fade. You decide to scan these pictures so that they can remain for
along time.

Would you say the pictures are online or digital?

. Inwhat way do the following statements represent digital rights?

a. You have written an essay about friendship. You share this poem on a popular social
media platform for everyone to read.

b. You have written an essay criticising your friend and have also revealed some confi-
dential information about your friend (like her location or telephone number). You share
this essay on social media for everyone to read.

c. Your uncle, Delvin, is a skilled home chef. He bakes delicious cakes. He uses social media
platforms to share his love for baking and soon he starts a home business selling cakes.

d. Your next door neighbour, Rajan, buys these cakes from your Delvin. Rajan shares his
honest feedback about Delvin's cakes on the same social media platform.

e. Mayank, another neighbour in your building, writes foul things about Delvin because
Mayank believes that Delvin's cakes encourage unhealthy eating habits among chil-
dren.

f. An ecommerce website requires your telephone number and residential address to be
able to send your purchases to you.

g. The same ecommerce website also wants to know your date of birth. What should you
do?

65



Knowledge Check @

A Few Terms FYI

5. For the following statements, say Yes or No.

a. The Internet and world wide web have influenced our society and culture in a big way.
b. Sharing personal data on the Internet is absolutely safe.

c. Once | have set my privacy settings, my personal data is completely safe.

d. I have complete digital rights to use all digital technology available to me.

e. | can download any kind of software for free and use it for my needs.

6. Match the terms with their definitions and applications.

e | cannot be eaten but | can ‘eat up’ : e Search engines.
all your data :

e Without me your train of thoughts e Open source software.
would be impossible :

e | represent the open and democratic e Cookies.

Story 1: Phishing

1. There are many forms of phishing, each form connected to the type of device used.

Can you match the forms of phishing with their definitions?

o SMS © e Phishing

e Emaiil e Pop-up phishing

¢ Voice messages e Whaling

e Using pop-ups e Vishing

e Targeting rich or senior e Smishing
people :

2. Rupal is a young student living away in a small town away from her home. One day she
receives an SMS that states that she has not paid her electricity bill and that if she does
not pay the bill her power supply will be cut off. The SMS shows a link which she can use
to pay her bill. Scared of being stranded without electricity, she clicks on the link and uses
her debit card to pay the amount mentioned in the SMS. After a few minutes she gets an
OTP and another SMS asks her to enter that OTP. She follows the instructions and in a few
seconds she received a notification from her bank that a large sum has been deducted
from her account. Rupal is shocked.

What should Rupal do next?
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Select the best option.
a. Ignore the SMS and hide her foolishness.
b. Rupal should immediately inform her parents about it.

¢. Rupal should also talk to a senior or a knowledgeable friend or an elder about this inci-
dent.

d. Rupal should report this to the cyber crime cell in her city or town.

e. | can download any kind of software for free and use it for my needs.

Story 2: Doxing

1

What is doxing?
Select the best option.
a. Uploading documents like photographs, on a social media platform.

b. Uploading documents like photographs, especially those that don't belong to you, on a
social media platform.

c. Uploading documents like photographs, especially those that don’t belong to you, on a
social media platform for your benefit.

d. Uploading documents like photographs, especially those that don’t belong to you, on a
social media platform for your benefit, without the consent of the owner.

Sharing which of the following documents without consent is unethical?
Select the best option.

a. A group photograph of you and your friends on social media

b. A solo photograph of your friend or someone known to you

c. A selfie

d. A solo photograph of your friend or someone known to you, which also reveals the loca-
tion and other confidential information of that friend.

. Sapna and her friends read with horror a newspaper article on how doxing can cause

immense emotional and psychological damage to the victim. Here is what Sapna
and her four friends have to say after reading the article.

Whom do you agree with and whom do you disagree with? What would you say to
each of them?

a. Sapna: Oh, such a horrible case of doxing. This will never happen to me.

b. Pratima: Oh what a horrible article. Let's not share such articles with our parents be-
cause they will force us to delete our social media accounts.
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c. Zainab: Such articles should not be taken lightly. This can happen to any one of us if we
are not careful.

d. Namrata: And suppose it does, we should not tell a soul about this. How embarrassing
it would be for us!

e. Romita: Oh, | will do my best to be careful, but if this happens to be, | will not hesitate to
tell my parents or elders. In fact | will also report it to authorities.

Story 3: Online Predators

1

It is safe to download games from:

Select any one option.

a. Official websites of stores that sell games
b. Any link as long as a friend has forwarded it
c. Social media platforms

d. Sources advertised on television

Online predators usually take their time to gain your trust. What are some of the things that
they do for gaining your trust?

Select 3 options.

a. Show interest in the same things as you

b. Shower praise on your looks or intelligence

c. Show empathy and understanding towards you
d. Ask for your personal details

e. Share their personal details

. The process of gaining trust and striking a friendship is called

. Roshan was an avid gamer. He and another account holder called craazee_roar_095

usually teamed up to defeat aliens from all over the universe. They really got along. They
have been playing this game now for over a year. Lately craazee_roar_095 has been sug-
gesting that they should meet since they are such good friends. What should be Roshan’s
safest response to this invitation?

Select the best option.

a. Since Roshan has been playing with this person for a year, he should accept the invita-
tion and plan a meet up.

b. Roshan should quit the gaming site and never go back there again.
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c. Roshan should be cautious before considering the invitation; seek permission from
his parents and if possible take his parents or a few other friends and meet craazee_
roar_095 in a public place.

d. Roshan should think and try to remember those tell tale signs during their play that
might have made him uncomfortable before meeting craazee_roar_095.

. Select the things that are not okay to share when you are online with someone.

Select as many options as you want.
a. Name

b. Age

c. Your home address

d. Name of your school

e. Your friends’ names

f. Your friends’ addresses

e. Details about your father's workplace

Story 4: Cyberstalking

1

Cyberstalking involves:
Select any one option.
a. Befriending the intended victim on all social media platforms.

b. Collecting information about the intended victim - such as address, telephone number
and places where he/she visits frequently.

¢. Reaching out to the intended victim through social media posts, text messages and
blank calls with request to meet in person.

d. All of the above.

. Cyberstalkers not only harass their intended victim, they also sometimes target the vic-

tims’ family members. True or False?

. A cyberstalker is just someone who seeks attention from a particular person. They mean

no real harm. True or False?

. Cyberstalking is rare and only famous people fall victims to it. It is not a threat to ordinary

people. True or False?
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1

Who is a troll?

Select the best option.

a. A mythological creature who means no harm.

b. An internet buff who spends a lot of time on social media platforms.

c. Atrollis a person who creates unrest and disturbances in online communities by posting
provocative messages with the intention to manipulate others.

d. A troll is a person who is intolerant and has a view that is opposite to popular views and
is usually irrational.

Tanya and Ranjeet are freshers in their college and they run a YouTube channel ‘TWL: To-
day We Learnt.... In each video they summarise the sessions of that day. Their videos are
very popular among their friends who find the videos useful. There are some however, who
feel differently.

Spot the troll in the following comments:

a. You guys rock!

b. You got the demand-supply law wrong bro.

c. Switch off your cameras and go back to being students..you guys are horrible.
d. We get to sleep in the lectures and here again hahahaha.

e. Today’s summary was great work guys!

3. You are a troll if you...

Select the best option.

a. Disagree to a post by someone else

b. Criticise a post by someone else

c. Disagree and criticise a post by someone else using rude words

d. Disagree and criticise a post by someone else using rude words, make it personal and
blame the person for some imaginary impending disaster.
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1. Which of the following statements is NOT true?
Select one option.
a. Once a message has been sent, it cannot be taken back.
b. An exchange of sexually explicit messages between two adults is not considered sexting.

c. A message containing only explicit text and no photographs cannot be considered as
sexting.

d. Once an explicit text message or photograph has been shared on social media, it can
reach many people, even those for whom it was not intended.

e. Receiving unwanted sexually explicit messages can lead to trauma.

2. If a minor willingly shares a nude picture with me, and gives me permission to share it with
others, then it is legal and not called sexting. True or False?

3. Celebrities from the film industry often promote themselves by releasing explicit pictures
of themselves on social media. Is this legal?

Story 7: Social Media Addiction

1. Sonia and Rajat are off on a holiday to their grandparent’s place, in a town quite far away.
Their parents are excited but Sonia and Rajat are not sure whether they would enjoy their
holiday in a place where there is no stable wifi connection. Would you say that these
youngsters are addicted to social media?

Select any one option.

a. Yes, all youngsters want today is to be online all the time because they are all addicted
to social media and cannot do with out it even for a minute.

b. No, social media addiction is a serious condition. It has some specific indicators. It is
not appropriate to label someone as a social media addict without knowledge of those
indicators.

2. What are some of the indicators that suggest some people may be addicted to social
media?

Select 4 options.
a. When they spend more time on social media than on any other activity.
b. When they feel good about themselves only after receiving likes on their posts.

c. When almost all events of an ordinary day become social media material for them.
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d. When they look for book or music recommendations on micro-blogging platforms.
e. When they listen to music on popular video platforms.

f. When they become irritable the moment the wifi network is down for even 15 minutes.

3. Mental health experts have listed the following as some of the more serious consequences
of social media addiction.

In a sentence, describe why?

a. Low self esteem

b. Social anxiety order

c. Feeling of being alone or isolated
d. Disrupted sleep patterns

e. Fear of missing out (FOMO)
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A Few Terms FYI

1. In what way are the two terms ‘Internet’ and ‘World Wide Web’ different?

Select the best option.

a. Internet and world wide web mean the same thing; these terms can be used inter-
changeably.

b. Internet refers to the hardware network on which the content like websites, soft-
ware applications and platforms run. The content refers to the world wide web.
Collectively, it is called being online.

c. Internet refers to the websites and world wide web refers to the content we add
through social media.

2. A new music video has just been released. You are excited to listen to this song with your
friends. When you meet them, you log in to your music video account and play the vid-

eo and enjoy the song with your friends. Would you say this video is an online video or a
digital video?

The music video is said to be online.

3. Your family enjoys seeing your parents’ wedding album. After so many years now, the
pictures have started to fade. You decide to scan these pictures so that they can remain
for a long time. Would you say the pictures are online or digital?

The pictures are called digital. If they were shared on a digital medium like pen drives
they would still be called digital. If they were uploaded on a website, they would still be
called digital pictures being available online.

4. In what way do the following statements represent digital rights?

a. You have written an essay about friendship. You share this poem on a popular so-
cial media platform for everyone to read.

Similar to freedom of expression, we have the right to express ourselves online.

b. You have written an essay criticising your friend and have also revealed some
confidential information about your friend (like her location or telephone number).
You share this essay on social media for everyone to read.

This is a violation of your friend’s digital right to privacy. What your friend might have
told you in confidence cannot be published online for everyone to read. Your digital
rights do not allow you to violate someone else’s digital rights. Digital rights come
with digital responsibilities.

c. Your uncle, Delvin, is a skilled home chef. He bakes delicious cakes. He uses social
media platforms to share his love for baking and soon he starts a home business
selling cakes.

This is a great example of Delvin's digital rights where he can use the Internet to
conduct a business.
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d. Your next door neighbour, Rajan, buys these cakes from your Delvin. Rajan shares
his honest feedback about Delvin’s cakes on the same social media platform.

A Few Terms FYI

This is well within Rajan’s digital rights to express his views about Delvin’s products,
even if the feedback is not pleasant.

e. Mayank, another neighbour in your building, writes foul things about Delvin be-
cause Mayank believes that Delvin’s cakes encourage unhealthy eating habits
among children.

This is well within Rajan’s digital rights to express his views about Delvin's products,
even if the feedback is not pleasant.

f. An ecommerce website requires your telephone number and residential address
to be able to send your purchases to you.

It is well within the digital rights of the ecommerce website to request for informa-
tion in order to conduct its business.

d. The same ecommerce website also wants to know your date of birth. What should
you do?

This is a violation of your digital right since your date of birth is of no use for the
ecommerce website to service your needs.

5. For the following statements, say Yes or No.
a. The Internet and world wide web have influenced our society and culture in a big
way.

Yes, because it has wide access and many people across the world can participate
and use it as a platform to share their views and content which can influence and
shape society and culture.

b. Sharing personal data on the Internet is absolutely sdfe.
No. It is not safe to share personal data online except in the following cases:

e The website assures you that it will not share your personal data with another
person or organization.

e The settings on your apps or social media platforms are carefully set for high
safety and privacy.

c. Once | have set my privacy settings, my personal data is completely safe.

Not necessarily. It is very likely that your data will remain safe, but there is still a small
margin of risk from hackers, who will try to steal your data.

d. I have complete digital rights to use all digital technology available to me.

Yes, as long as you are mindful of your digital responsibilities and the digital rights
of others.

e. | can download any kind of software for free and use it for my needs.

No, only open source software is free for everyone’s use.
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6. Match the terms with their definitions and applications

e | cannot be eaten but | can ‘eat up’
all your data

e Without me your train of thoughts
would be impossible

e | represent the open and democratic
nature of the Internet.

Cookies.

Cookies on websites can track your data
such as the IP address from which you
log in, the details that you enter on that
website. Companies can use this data
to make your experience on that website
better or for marketing. Sometimes this
data can be misused.

Search engines.

Any information we need today first be-
gins with typing the search string in a
search engine like Google, Firefox or Safari.

Open source software.

A lot of companies design software ap-
plications and make it available for a fee,
many organizations do not charge any-
thing for their apps. These companies
often collect your data, sometimes even
personal data and sell it to other orga-
nizations - so they charge you indirect-
ly. But some companies design software
that are genuinely free - such software is
called ‘open software’.
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Story 1: Phishing

1. There are many forms of phishing, each form connected to the type of device used.

Can you match the forms of phishing with their definitions?

e SMS e Smishing

e Email e Phishing

e \oice messages e Vishing

e Using pop-ups e Pop-up phishing
® Targeting rich or e Whaling

senior people

2. Rupal is a young student living away in a small town away from her home. One day she
receives an SMS that states that she has not paid her electricity bill and that if she does
not pay the bill her power supply will be cut off. The SMS shows a link which she can use
to pay her bill. Scared of being stranded without electricity, she clicks on the link and uses
her debit card to pay the amount mentioned in the SMS. After a few minutes she gets an
OTP and another SMS asks her to enter that OTP. She follows the instructions and in a few
seconds she received a notification from her bank that a large sum has been deducted
from her account. Rupal is shocked.

What should Rupal do next?

a. Ignore the SMS and hide her foolishness.

No. Such phishing attacks are common and becoming a victim to it is nothing to be
ashamed of. Rupal should inform her parents and authorities about it.

b. Rupal should immediately inform her parents about it.

Yes, this should be her first action point.

¢. Rupal should also talk to a senior or a knowledgeable friend or an elder about this
incident.

Yes, this would be the best thing for Rupal to do. And she should do this as soon as
possible.

d. Rupal should report this to the cyber crime cell in her city or town.

Yes, after informing her parents, and/or talking to a senior or knowledgeable person,
Rupal should also alert the cyber crime cell in her city or town.
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Story 2: Doxing

1. Whatis doxing?
Select the best option.

a. Uploading documents like photographs, on a social media platform.

b. Uploading documents like photographs, especially those that don't belong to you,
on a social media platform.

c. Uploading documents like photographs, especially those that don’t belong to you,
on a social media platform for your benefit.

d. Uploading documents like photographs, especially those that don’t belong to you,
on a social media platform for your benefit, without the consent of the owner.

D is the correct option because it is the complete definition of doxing. Sometimes
one posts photos etc without music thought. That is a violation of one’s privacy. But
when documents are extracted from someone else’s account, uploaded for wrong
purposes or used as threats, that is called doxing.

2. Sharing which of the following documents without consent is unethical?

Select the best option.
a. A group photograph of you and your friends on social media
b. A solo photograph of your friend or someone known to you

c. A selfie

d. A solo photograph of your friend or someone known to you, which also reveals the
location and other confidential information of that friend.

Dis the correct answer because this describes all the conditions which make a small
act of uploading a photograph dangerous.

3. Sapna and her friends read with horror a newspaper article on how doxing can cause im-
mense emotional and psychological damage to the victim. Here is what Sapna and her
four friends have to say after reading the article.

Whom do you agree with and whom do you disagree with? What would you say to each
of them?

a. Sapna: Oh, such a horrible case of doxing. This will never happen to me.

Thinking that bad things will never happen to one, is a sign of carelessness. While
Sapna need not be scared, thinking that bad things happen only to others is not a
good cyber security approach.

b. Pratima: Oh what a horrible article. Let’s not share such articles with our parents
because they will force us to delete our social media accounts.

Parents are your first support when something goes wrong. If you hear of such news,
it may be helpful to share it with your parents.

77



Knowledge Check
Answers

c. Zdinab: Such articles should not be taken lightly. This can happen to any one of us
if we are not careful.

Story 2: Doxing

Zainab is right. Such articles serve the purpose of increasing our awareness and help
us realise that if we are not careful about using social media, this can happen to us.

d. Namrata: And suppose it does happen to us, we should not tell a soul about this. How
embarrassing it would be!

Just as Pratima’s approach was not ideal, Namrata’'s idea of hiding such acts can
only encourage the wrong doers.

e. Romita: Oh, | will do my best to be careful, but if this happens to me, | will not hesitate
to tell my parents or elders. In fact | will also report it to authorities.

Romita is absolutely right! She is focused on doing the right thing, making sure she
follows the guidelines and in case something does go wrong - reporting it to elders
and authorities.

Story 3: Online Predators

1. ltis safe to download games from:
Select the best option.

a. Official websites of stores that sell games

Download games only from official game websites that are available on your devices’
app centre. App centres belonging to a particular service provider usually have their
own security protocols that we can use to our advantage.

b. Any link as long as a friend has forwarded it
c. Social media platforms

d. Sources advertised on television.

2. Online predators usually take their time to gain your trust. What are some of the things
that they do for gaining your trust?

Select the best option.

a. Show interest in the same things as you
Yes, this is a common technique used by predators to gain your trust and friendship.

b. Shower praise on your looks or intelligence
Yes this is also something predators do to gain your trust.
¢. Show empathy and understanding towards you

Predators know that usually people are drawn to those who seem to understand
them. They take advantage of this and show false empathy.
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Story 3: Online Predators

d. Ask for your personal details
Predators generally avoid this because asking for personal information can set up a
red flag in the minds of their victims. In fact they try to gain trust by saying they are
not interested in personal details.

e. Share their personal details
Same approach is used as far as their own personal information is concerned. They
usually avoid sharing it.

3. The process of gaining trust and striking a friendship is called Grooming.

4. Roshan was an avid gamer. He and another account holder called craazee_roar_095
usually teamed up to defeat aliens from all over the universe. They really got along. They
have been playing this game now for over a year. Lately craazee_roar_095 has been
suggesting that they should meet since they are such good friends. What should be Ro-
shan’s safest response to this invitation?

Select the best option.
a. Since Roshan has been playing with this person since a year, he should accept the
invitation and plan a meet up.

This is a dangerous response for Roshan to consider.

b. Roshan should quit the gaming site and never go back there again.

This would certainly be an over reaction. Such a situation needs to be dealt with
caution. Quitting is not an option.

c. Roshan should be cautious before considering the invitation; seek permission from
his parents and if possible take his parents or a few other friends and meet craazee
roar_095 in a public place.

This is the best way forward for Roshan. The online space is filled with danger but
also is a place where you can make good friends. By taking safety measures, Roshan
can be safe and also find a good friend.

d. Roshan should think and try to remember those tell tale signs during their play that
might have made him uncomfortable before meeting craazee_roar_095.

Predators generally avoid this because asking for personal information can set up a
red flag in the minds of their victims. In fact they try to gain trust by saying they are
not interested in personal details.

5. Select the things that are not okay to share when you are online with someone.

Select as many options as you want.

a. Name
You can share your name, although preferably an alias or a username. Other than that
it is not safe to share any of the other details listed.

b.Age

c. Your home address

d. Name of your school

e. Your friends’ names

f. Your friends’ addresses

g. Details about your father’s workplace



Knowledge Check
Answers

Story 4: Cyberstalking

1. Cyberstalking involves:
Select any one option.
a. Befriending the intended victim on all social media platforms

b. Collecting information about the intended victim - such as address, telephone
number and places where he/she visits frequently

c. Reaching out to the intended victim through social media posts, text messages and
blank calls with request to meet in person

d. All of the above.
All of the points listed are tactics that cyberstalkers use to get close to their intended
victim.

2. Cyberstalkers not only harass their intended victim, they also sometimes target the vic-
tims’ family members. True or False?

True. A cyberstalker’'s actions can affect not just the victim, but also the victim’s family.
And some cyberstalkers can take things to extreme limits by also stalking the intended
victim’s family.

3. A cyberstalker is just someone who seeks attention from a particular person. They mean
no real harm. True or False?

False. Cyberstalking is dangerous. While some of them do seek attention from their in-
tended victims mainly for romantic alliances, this can, in extreme cases lead to intense
harassment and threats of sexual assualt, rape and in unfortunate cases acid attack
of other types of bodily harm.

4 Cyberstalking is rare and only famous people fall victims to it. It is not a threat to ordinary
people. True or False?

False. That only famous people are cyberstalked is a misconception. It can happen to
anyone. Cyberstalking is one of the cyber crimes that is steadily on the rise. According
to a survey conducted in 2020, there were 887 cases reported in India.

(https://www.statista.com/statistics/1097724/india-cyber-stalking-bullying-cases-
against-women-children-by-leading-state/)
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Story 5:Trolling

1. Whois atroll?
Select the best option.
a. A mythological creature who means no harm.

b. An internet buff who spends a lot of time on social media platforms.

c. Atrollis a person who creates unrest and disturbances in online communities by
posting provocative messages with the intention to manipulate others.

C is the best answer because it shows the intent for which trolls post messages - to
create disturbances in online communities. They are often thoughtless and uncar-
ing, eager to displease and feel satisfied when their comments create a stir. Hence
it is often said that the best way to deal with trolls is to ignore them.

d. Atrollis a person who is intolerant and has a view that is opposite to popular views
and is usually irrational.

2. Tanya and Ranjeet dre freshers in their college and they run a YouTube channel TWL: To-
day We Learnt... In each video they summarise the sessions of that day. Their videos are
very popular among their friends who find the videos useful. There are some however, who
feel differently. Spot the troll in the following comments:

a.You guys rock!
This is not a troll comment.

b. You got the demand-supply law wrong bro.
This seems to be feedback about a mistake in the session summary.

c. Switch off your cameras and go back to being students...you guys are horrible
This is a troll comment.

d. We get to sleep in the lectures and here again hahahaha.
This is also a troll comment.

e. Today’s summary was great work guys!
This is not a troll comment.

3. You are a troll if you...

Select the best option.

o]

. Disagree to a post by someone else

b. Criticise a post by someone else

(@)

. Disagree and criticise a post by someone else using rude words

[}

. Disagree and criticise a post by someone else using rude words, make it personal
and blame the person for some imaginary impending disaster.

There is nothing wrong with responding to a post or disagreeing with someone.
Social media posts are meant to engage a wider audience. But making personal
comments, causing mental stress to someone for their views is definitely called
trolling.
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Story 6: Sexting

1. Which of the following statements is NOT true?
Select one option.
a. Once a message has been sent, it cannot be taken back.

H b. An exchange of sexually explicit messages between two adults is not considered
sexting.

H c. A message containing only explicit text and no photographs cannot be consid-
ered as sexting.

d. Once an explicit text message or photograph has been shared on social media, it
can reach many people, even those for whom it was not intended.

e. Receiving unwanted sexually explicit messages can lead to trauma.

2. If a minor willingly shares a nude picture with me, and gives me permission to share it
with others, then it is legal and not called sexting. True or False?

m False

3. Celebrities from the film industry often promote themselves by releasing explicit pic-
tures of themselves on social media. Is this legal?

Even celebrities who pose in the nude or explicit poses have to face legal consequenc-
es. Sharing such photographs over social media can also be considered a form of
sexting. Recently a famous Bollywood actor was booked by the Mumbai police when
someone complained about his nude posts on social media.

Story 7: Social Media Addiction

1. Sonia and Rajat are off on a holiday to their grandparent’s place, in a town quite far
away. Their parents dre excited but Sonia and Rajat are not sure whether they would
enjoy their holiday in a place where there is no stable wifi connection. Would you say
that these youngsters are addicted to social media?

Select any one option.

a. Yes, all youngsters want today is to be online all the time because they are all ad-
dicted to social media and cannot do with out it even for a minute.

b. No, socidal media addiction is a serious condition. It has some specific indicators. It
is not appropriate to label someone as a social media addict without knowledge
of those indicators.
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Story 7: Social Media Addiction

2. What are some of the indicators that suggest that some people may be addicted to
social media?

Select 4 options.

a. When they spend more time on social media than on any other activity.

Spending a disproportionate amount of time on social media is an initial indicator of
social media addiction.

b. When they feel good about themselves only dafter receiving likes on their posts.

Social media likes make them feel light and happy; they put a smile on their face.
And when they don't get what they expected to get, they become irritable and re-
main glum all day. When these traits persist over a long period of time, they are likely
to face serious mental health issues.

c. When almost all events of an ordinary day become social media material for them.

This is a case of over-sharing of their life, a definite indicator of social media addic-
tion.

d. When they look for book or music recommendations on micro-blogging platforms.

Using social media for referencing every now and then or even daily is not a sign of
addiction.

e. When they listen to music on popular video platforms.
Being fond of music is definitely not a sign of social media addiction.

f. When they become irritable the moment the wifi network is down for even 15 min-
utes.
When they want to be online all the time, this is how they would react to a outage in
their wifi connection.

3. Mental health experts have listed the following as some of the more serious consequenc-
es of social media addiction. In a sentence, describe why?

a. Low self esteem
Low self esteem is a feeling that you are not good for anything. This feeling comes
when you are constantly looking at others’ ‘perfect’ lives, happy and fun pictures.
You tend to start believing that everyone is as good looking, as accomplished and
as happy as their social media posts.

b. Social anxiety disorder
The same reason, i.e. believeing that others’ lives is perfect can also lead to anxiety.

c. Feeling of being alone or isolated
When you constantly see posts of other friends having a good time, it can lead to a
perception of your own life being lonely. Even though that post is just one fraction of
their life, you tend to believe that their lives are more fun.

d. Disrupted sleep patterns
The use of devices just before sleeping is harmful because of the while light they
emit.

e. Fear of Missing Out (FOMO)
This fear makes you use social media even more, pulling you into a downward spiral.
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